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SODAO AANN: ..o Ma de thi 949

Ciu 1. B6 loc nao sau day trong Wireshark cho phép hién thi tit ca goi tin ¢6 cd SYN
duoc bat?

A. tcp.flags & 0x10 B. tcp.flags & syn

C. tcp.flags.syn==0 D. tcp.flags & 0x02
Cau 2. Martin mudn cai dat mot hé thong kiém soat mang may tinh c6 kha ning ngin
chaf}n tl}ét thoat cac thong tin nhay cam cua cong ty. Gidi phap nao sau day sé hi¢u qua
nhat dé dat duoc muc ti€u do6?

A. IDS B. DLP

C. Firewall D. IPS
Cau 3. Dleu nao sau day la phan h01 hop 1y tir hé thong IDS khi n6 phat hién cac gbi
tin c6 cong va dia chi IP ngudn gidng cong va dia chi IP dich?

A. Ghi lai théng tin vé cac goi va loai bo chiing

B. Cho phép go6i tin dugc xur Iy bdi hé théng mang va ghi lai sy kién

C. Phan giai dia chi dich va xur Iy goi tin

D. Loai bo goi tin
Cau 4. Thong tin sau ddy ctia Honeywall cho biét didu gi?

06/07-04:36:41.265114 0:C:29:14:47:F3 -> 0:C:29:2E:8E:58 type:0x800 len:0xdh
192.168.1.190:52580 -> 192.168.1.2:23 TCP TTL:47 TOS:0x0 ID:29911 IplLen:20 Dgrlen: &0
TRANEAST Seg: OxIGSZT41A  Ack: OxS880FZF7E Wim: 0x10 Teplen: 40

TCP Oprions (S5) => H35: 536 SackO0K TS: 4294967295 0 W3: 10 EOL

06/07=-04:36:41.265353 0:C:29:2B:8E:58 => 0:C:29:14:47:F3 ctype:0x800 len:0x4E
192.168.1.2:23 =-> 192.168.1.190:52580 TCP TTL:128 TCO3:0x0 ID:2350 IpLen:Z0 DgmLen: 64
FEXAFEZE Teq: OxTSB3IEC22 Ack: Ox3652741E Win: OxFAFO Teplen: 44

TCP Options (9) => H35: 1460 NOP WS: 0O WOP NOF TS: 0 O NCOP NOP SackOK

e s el S s st s sl sl sl sl il sl B ik i ik il sl el el et il sl sl ik ek ks sk il Sl e e il el el
06/07-04:36:41.265908 0:C:29:14:47:F2 -»> 0:C:29:2B:8E:58 type:0x800 len:0x36
192.168.1.190: 52580 => 192.168.1.2:23 TCP TTL:64 TOS:0x0 ID:0 IpLen:20 Doalen:40 DF
FEENTRTF Seqg: O0x3652741BF Ack: Ox0 Win: O0x0 Toplen: 20

T
A. Dia chi IP cia may dich 1a 192.168.1.190
B. May dich dang mé cong dich vu 52580
C. May dich dang m¢ cong dich vu 23
D. Pia chi IP ctia may ngudn 14 192.168.1.2
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Céu 5. Dya vao noi dung doan log dudi ddy thi phat biéu nao sau day 1a PUNG?

6591 2013-03-09 21:38:38.160692 203.0.113.100 -> 192.168.3.50

TCP 74 50376 > 21@ [SYN] Seq=0 Win=14600 Len=0 MSS=1460

SACK_PERM=1 TS5val=695398 TSecr=0 HS5=16

6592 2013-83-89 21:38:38.160702 192.168.3.5 -> 203.6.113.10

TCP 74 21 = 50376 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 M55=1460

SACK_PERM=1 TSval=276175 TSecr=695398 WS=32
6593 2013-03-089 21:38:38.161131 203.6.113.18 -> 192.168.3.5

TCP 66 50376 > 21 [ACK] Seq=1 Ack=1 Win=14608 Len=0 TSval=695390 TSecr=276175
6594 2013-03-09 21:38:38.162679 192.168.3.5 -> 203.0.113.18

FTP 86 Response: 228 (vsFTPd 2.3.4)
6595 2013-03-89 21:38:38.163164 203.0.113.19 -» 192.168.3.5

TCP 66 58376 > 21 [ACK] Seg=1 Ack=21 Win=14608 Len=0 TSval=695391 TSecr=276175
6596 2013-832-09 21:38:38.164876 203.0.113.10 -= 192.168.3.5

FTP 77 Request: USER oM:)®
6597 2013-03-09 21:38:38.164886 1972.168.3.5 -> 2083.0.113.18

TCP 66 21 > 50376 [ACK] Seg=21 Ack=12 Win=5792 Len=0 TSval=276175 TSecr=695391
6598 2013-03-09 21:38:38.164888 192.168.3.5 -> 283.08.113.18

FTP 160 Response: 331 Please specify the password.
6599 2013-03-89 21:38:38.166318 203.6.113.10 -> 192.168.3.5

FTP 76 Request: PASS azz©

A. May chu FTP c6 dia chi 1a 203.0.113.10

B. Dich vu Telnet dugc stir dung trén céng 21

C. Qua trinh bét tay 3 budc duoc hoan tat

D. Nguoi dung dang nhap dich vu FTP thanh cong

(;ﬁu 6,. Alice chiu trach nhiém Vé’ tuong lira trong t6 chiic ciia minh va phai de:lm bao
rang tat ca cac tuong ltra dugc cfu} hiph Qﬁng cach. Gatevyay ﬁrew?all ’du:qc cau hinh
nhu sau: chi cho phép luu lugng két n6é1 dén trén mot Vé‘liv céng cu thé; tat ca luu lugng
truy cap (duqc phép hO,é.C bi chadn) dugc ghi lai va chuyén ti€p cac ban ghi td1 SIEM.
bicu gi bi thi€u trong cau hinh trén?

A. Quy tic cho két ndi di

B. M3 hoa tét ca luu luong truy cip

C. Khong c6 gi, ddy 1a mot cAu hinh tot.

D. Xéc thyc chimg thu s6 cho luu lugng dén

Cau 7. Phat biéu nao dudi day 1a SAI khi néi vé SSTP (Secure Socket
Tunneling Protocol)?

A. SSTP c¢6 mirc dd bao mat cao hon PPTP

B. SSTP chi x4c thuc ngudi dung, khong xac thuc thiét bi
C. SSTP hd trg xac thuc b:;ing PSK

D. SSTP hd tro ca 2 mo hinh 1a Site-to-Site va Client-to-site
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Cau 8. Luat nao sau dy cho phép phat hién tan cong Smurf vao cac may tinh trong
mang LAN?

-

PC PC2 Pl

Phin vang LAN 172.16.1.0/24

i g g

j j | ‘ SHOMENET = 172.16.1.0/24 & 10.2.2.0/24
~ SDMZ = 10.2.2.0/24

Wl Server

Wil Saivet FTP Safved

SEXTERMAL_MET = Anything except SHOMEMET

Phin ving DMZ 10.2.2.0/24
A. alert icmp any any -> SHOMENET any (msg: “Smurf attack detected”; itype: 3;
Sid: 5000002; rev: 1;)

B. alert icmp any any -> SHOMENET any (msg: “Smurf attack detected”; itype: §;
Sid: 5000002; rev: 1;)

C. alert icmp any any -> SHOMENET any (msg: “Smurf attack detected”; itype: 10;
Sid: 5000002; rev: 1;)

D. alert icmp any any -> SHOMENET any (msg: “Smurf attack detected”; itype: 11;
Sid: 5000002; rev: 1;)

Cau 9. Cho danh sach luat nhu sau:

Chain chain-incoming-ssh (1 references)

num target prot opt source destination
ACCEPT all -- 192.168.1.148 8.0.0.0/8
ACCEPT all 192.168.1.149 8.0.8.0/0
DROP g.8.8.0/0 9.0.0.8/0

Lénh nao dudi ddy cho phép thém mot luat méi vao trude luat cudi ciing?
[\.iptables -I chain-incoming-ssh 3 -s 192.168.1.150 -j ACCEPT
lg.iptables -D chain-incoming-ssh 1
C. iptables -I chain-incoming-ssh 2 -s 192.168.1.140 -j REJECT

I).iptables -I chain-incoming-ssh 1 -s 192.168.1.140 -j ACCEPT

Cau 10. Mang VPN st dung tinh ning nao dé dam bao tinh bi mat ca thong tin trén
kénh truyén?

A. Xac thuc

B. M3 hoa

C. bong goi

D. Ghi nhat ky truyén
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Céu 11. Khi danh gia lvu luong truy cip mang cia cong ty, Peter thiy rang hau hét cac
truong hop 1ay nhiém ma doc 1a do ngudi dung truy cép cac trang web doc hai. Peter
mudn trién khai mot giai phap chan cac trang web ndy, quét tat ca luu luong truy cap
web dé tim diu hiéu cua phén mém ddc hai va chin phﬁn mém ddc hai trude khi no
xam nhdp vao mang cong ty. Cong nghé¢ nao sau day s¢€ la gidi phap tot nhat?

A. IDS B. UTM

C. SIEM D. Firewall

Céu 12. Dya trén hinh, phat biéu nao sau ddy vé TCP stream 1a SAL.

8 oo TCF Sream e Lis ]
e [ prtann
GET 4 HTTP/1.1
HOST: www, google, com
user-Agent: Mozrilla/s5.0 (wWindows: U: wWindows NT
Gecko/ 0091221 Firefox/3.5.7 (.MET CLR 3.5.307219
Accept: text/html.application/xhtml+xml,applicat
Accept-Language: en-us ,en:gs0. %
Accepr-Encoding: |J:||:|.1!|"rt.|'[1~
Accept-Charset: I50-8859-1 utf-8;q«0.7 * q=0,.7
Keep-Alive: 300
Connection: keep-alive

HTTR/S1.1 200 0K

Date: Mon, 11 Jan 2010 09:09:20 GMT

Expires: -1

Cache-Control: private, max-age=0

Content-Type: 'I:l!!.'t,-"h'l.lhi; charset=UTF-8
Set-Cookie:
PREF=ID=6b13548e55d8467 5 : Te=1 2631200960 : L M=1 26320
expires=wed, 11-lan-2012 09:09:20 GM¥T; path=/; d
Set-Cookie: NID=30=ZgP8-

KGMIWPES 2dewv 1 TBLSpTOhPWTFXTF o v ThhaNZUL 3 Ixukz
-vaalKlm9kqrélzesZ 1 icvBed KL ISHRYIbCBCi T risix; e
09:00: 20 GMT; paths/; domains.google.com; Httpln
Content-Encoding: gzip

SErver: gws

Bnat|[Sove e [Brimi] Umtive cd = 7 ASCH & DRCEEE &1 Hex Dy 7 € dirvays 8 Rowr

Heg Fatte Gt Ty St Lo

A. Chuong trinh duoc sir dung dé phan tich goi tin & day 1a Wireshark
B. Yéu cau duogc thuc hién thanh cong
C. HTTP client giri mot yéu cau HTTP GET 1én HTTP server

D. HTTP server chuyén hudng yéu cau cua client

Cau 13. P,eter :chuc hién viéc quét cong dich vu (port) ctia hé thong may chu co s¢ dir
liéu va thay rang port 3306 dang m¢o. May chu c6 kha nidng dang chay co so dir
liéu nao?

A. Microsoft SQL Server

B. MySQL

C. Oracle

D. Postgres

Cau 14. Tan cong nao dudi day lién quan dén viéc ké tan cong sira dia chi IP ngudn
cua goi tin?

A. Whaling B. Spear Phishing

C. Spoofing D. Pharming
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Céu 15. Lucca mudn ngin cic mdy tram trén mang ctia minh tin cong 13n nhau. Néu
mo hinh mang cong ty cua Lucca trong nhu hinh dudi, phuong an nao dudi day la
TOT NHAT d¢ ngin chan méy tinh A c6 thé tin cong may tinh B?

| . ' {2 Intermet

A. HIDS B. HIPS

C.IPS D. IDS
Cﬁuq 16. Michael dang mudn trién khai cég giai phap kiém soat st dm}g mat m:& dé bao
vé t0 churc ciia minh va céc giai phap k‘iém soat phong thu theo chiéu sau dé bao vé
thong tin nhay cam duoc lu'g trlr va truyén tai bodi may chi web. Giai phap nao sau day
s€ it phu hop nhat vdi yéu cau cua Michael?

A. VPN B. FDE

C.DLP D. TLS
Cau 17. Giéi,phaip sao Iuu va phuc hdi duge sir dung trong giai doan nio cta quy trinh
ung ctru su cO an toan thong tin mang?

A. Tdng két, danh gia su cd

B. Xt ly, g& bo va khoi phuc

C. Trién khai Gmg ctru, ngin chin va xu 1y sy ¢b

D. Kiém tra, d4nh gia hé thong thong tin
Cﬁl} 18. Khi xem cac tép nhat ky cia may chu web, nguoi qgén tri nhan thﬁy rang rat
nhiéu yéu cau da truy cdp vao trang Web dang dugc di€u hudéng dén thu muc
/scripts/.. %c0%af../winnt/system32. Loai tan cong nao dang xay ra?

A. Cross-site scripting

B. Buffer overflow

C. SQL-injection

D. Path traversal
Cau 19. Cau Iénh nao dudi day duogc st dung dé xoa tao 1 chain trong iptables?

A. iptables -N old chain

B. iptables -E old chain

C. iptables -X old _chain

D. iptables -A old chain
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Céu 20. John 13 quan tri vién ctia mot hé théng Linux. Anh ay phai thiét 1ap 1énh nao
dudi day dé cho phép mot may tinh bén ngoai PING vao bén trong mang?

A. iptables -A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT

B. iptables -I INPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables - OUTPUT -p icmp --icmp-type echo-request -j ACCEPT

C. iptables -A INPUT -p icmp --icmp-type echo-request - ACCEPT
iptables -A OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT

D. iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT
iptables -A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT

Cau 21. Lénh nao sau day thuc hién chan may tinh moi két ndi TCP tur may tinh ctia
Hacker v&1 may chu trong phan vang DMZ?

Phin ving mang LAN

Snort + |ptables

O [ T B
eth0:192.168.114.100 SRRt eth1:172.16.1.1

O O S

EE FEE BN ER

-...
Hacker eth:30.2.2.1 Windows 7
192.168.114,10 172.16.1.10

SN
immmw
inmmer

\AuRFs E
=y

Web Server
Mail Server
10.2.2.10

A. iptables -A INPUT -i ethO -p tcp -s 192.168.114.10 -d 10.2.2.10 -m state --state
NEW,ESTABLISHED -j DROP

B. iptables -A INPUT -i eth0 -p tcp -s 192.168.114.10 -m state --state
NEW,ESTABLISHED -j DROP

C. iptables -A INPUT -i ethO -s 192.168.114.10 - REJECT
D. iptables -A INPUT -i ethO -p tcp -s 192.168.114.10 -j DROP

Phdn ving mang DMZ

Cau 22. Ky thuat nao dugc IDS stir dung dé kiém tra mot mau nhim xac dinh hoat
dong co6 phai la trai phép hay khong?

A. Protocol Decoding B. State Table

C. Session Splicing D. Pattern Matching
Cau 23. Carrol chiu trqéch phiém vé két ndi mang trong cong ty cua minh. B§ phén
kinh doanh dang chuyén d6i sang VoIP. Hai giao thirc ma c6 ay phai cho phép thong
qua tuong lua la gi?

A. RADIUS va SNMP B. SIP va RTP

C. TCP va UDP D. RADIUS va SIP
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Cau 24. Loai ma doc nao co6 kha nang ty thay ddi ma lénh dé tranh sy phat hién?

A. Worm
B. Polymorphic malware
C. Armored virus

D. Remote access trojan

Céu 25. Thong qua hé thong giam sat, Peter nghi ngd rang tin tic thuc hién tan cong

vao hé thong Web Server. Két qua phan tich goi tin thu dugc nhu hinh dudi.

len:0x77

IpLen:20 DgmLen:1053 DF

0D OA 28 43 29 20 43 &F 70 79 72 &9 &7 &8 74 20
31 39 38 35 2D 32 30 30 33 20 4D 69 &3 72 &F 73
eF 66 74 20 43 €F 72 70 2E 0D 0OA OD OA 43 3A 5C
57 49 4E 44 4F 57 53 5C 73 79 73 74 &5 6D 33 32
3E

Két luan nao sau day 1a pht hop nhat?
A. Tin tic dang cb ging xam nhap vao Web Server
B. Web Server st dung hé diéu hanh Linux
C. Tin tac da xam nhap dugc vao Web Server

D. Tin tic dang tin cong quét cong

Cau 26. Nguoi quan tri mudn Iya chon mot thuat todn can bang tai dé &p dung cho hé
thong ctia minh, trong d6 cdc may chu cua h¢ thong c6 hiéu suat lam viéc khac nhau
va thoi gian két noi ciia nhitng ngudi dung ciing rat khac nhau. Vay nguoi quan tri nén

Iira chon thudt toan can bang tai ndo 1a phu hop nhat?
A. Thuat toan Weighted Least Connections
B. Thuat toan Least Connections
C. Thuat toan Round Robin
D. Thuat toan Weighted Round Robin

06/07-05:36:51.9109%9¢66 0:C:29:2B:8E:58 -> 0:C:29:14:47:F3 type:0x300

192.168.1.2:1044 -> 192.168.1.1%0:4444 TCP TTL:128 TOS:0x0 ID:2494

*kARprhd CSeoo: O0x3I4BB3I43A Ack: O0xTTAEB%A1 Win: 0xF9FC TcpLen: 20

.. [(C) Copyright

1985-2003 Micros
oft Corp..... (S
WINDOWS\system32

-
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Céu 27. Luit ndo sau ddy cho phép phat hién tin cong SQL Injection 1én Webserver?

- I \

Srei + Iplables
. - RN

] ] L=

[
h-..
L 4

Phin viong LAN 172.16.1.0/24

'...____..-'u.. '...-___..-'u.. ___.-"'-..-HH
j j ‘ SHOMENET = 172.16.1.0/24 & 10.2.2.0/24
3 y - SOMZ = 10.2.2.0/24

WS Sl sl Spiver FTIP Sfived

SEXTERMAL_MET = Anything except SHOMENET
Phian ving DMZ 10.2.2.0/24

Lya chon dap 4n dung va phi hop nhat.

A.

B.

alert tcp any any — $DMZ 80 (msg:"SQL Injection Attack"; content:"GET";
uricontent:"UNION"; classtype:web-application-attack; sid: 2002386; priority:1;)

alert tcp any any — $DMZ 80 (msg:"SQL Injection Attack";
detection_filter:track by src, count 1000, seconds 1000; flags:S; classtype:web-
application-attack; sid: 2002386; priority:1;)

.alert tcp SHOMENET 80 — any any (msg:"SQL Injection Attack";

detection_filter:track by _src, count 1000, seconds 1000; flags:S; classtype:web-
application-attack; sid: 2002386; priority:1;)

.alert tcp SEXTERNAL NET any — $HOMENET 80 (msg:"SQL Injection

Attack"; content:"GET"; uricontent:"UNION"; classtype:web-application-attack;
sid: 2002386; priority:1;)

Ciu 28. Luat ndo dudi day cho phép canh bao khi c6 két ndi t6i dich vu RDP trén may
chu Web tai dia chi 192.168.1.97?

A.

B.

D.

Cau

alert tcp any any -> 192.168.1.97 3389 (msg:"RDP to server"; GID:I;
sid:1000008; rev:001; classtype:misc-activity;)

alert udp any any -> 192.168.1.97 3389 (msg:"RDP to server"; GID:I;
sid:1000008; rev:001; classtype:misc-activity;)

.alert tcp any 3389 -> 192.168.1.97 8080 (msg:"RDP to server"; GID:1;

sid:1000008; rev:001; classtype:misc-activity;)

alert tcp 192.168.1.97 3389 -> any any (msg:"RDP to server"; GID:I;
sid:1000008; rev:001; classtype:misc-activity;)

29. Mot hé théng c6 hai may chu A va B. Hé thong nay co 4p dung bién dé dam

bam tinh lién tuc sao cho A s& phan hoi tat ca cic yéu cau néu khong co bat ky 16i phan
ctmg nao hodc khong c6 ngudi ndo can thiép vao cip mang clia nd va khong cé bat ky
tham hoa ndo xay ra voi trung tim dir liéu. Va trong trudng hop may chii A khong thé
dap tmg duoc cc yéu cau, thi may chu B c6 thé tiép quan. Hiy cho biét hé théng di ap
dung bi¢n phap nao?

A. Giai phap chiu 16i (failover) B. Giai phap cin bang tai
C. Ung pho su ¢b D. Phong thu theo chiéu sau
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Cau 30. Mark chiu trach nhi€ém dam bdo an toan thong tin cho mdt ngan hang cé quy
mo nho. Hé théng gdm mot tudng ltra vanh dai va tudng lra & mdi phan doan mang.
Céc tuong lira ndy déu dugc ciu hinh dé ghi lai nhat ky va Mark kiém tra nhat ky nay
thuong xuyén. Budc nio sau day Mark nén lam dé nang cao kha ning quan tri
hé thong?

A. Tich hop vé1 Honeypot

B. Tich hgp v&i Honeynet

C. Tich hop vo6i SIEM

D. Tich hop v&1 Domain Controller

Cau 31. Chuc nang cia mang Honeynet la gi?
A. Phan tich, canh b4o va ngin chin ma doc dua trén mau
B. Phat hi¢n va ngan chdn xam nhép
C. Kiém soat mang dya vao tap ludt co san
D. Thu hut, phan tich va canh bao xam nhap
Cau 32.7 Qu:fln tri vién h§ thépg C}"la mot to cl}l'rc c?u} trg gitp tir mot nha cung cp bén
ngoéi de khac phuc su c6 khan cap véi hé thong kiém soat truy cap vat ly (PACS) cua
to chirc. PACS hién khong truy cap dugc Internet bé% vi n6 dang chay hé diéu hanh cil.
Quan tri vién nén c’h(_)n phuong phép nao sau day dé dam bdo an toan va hi¢u qua dé
xtr ly trong tinh huong nay?
A. Tl}iét 1ap hoi nghi truc tuyén bang web trén mdy tinh ctia quan tri vién, sau d6 két
noi toi PACS
B. Thiét 1ap kénh VPN cho nha cung cip va han ché quyén truy cip vao PACS bang
cach chia sé truy cap
C. Yéu ciu nha cung cip bén ngoai dén va cung cAp quyén truy cap truc tiép
vao PACS
D. Tam thoi cho phép bén ngoai Internet c6 thé truy cdp tdi PACS thong qua thiét
12p tinh nang chia sé truy cap
Cau 33. IKE phase 1 st dung ghé d6 nao dé thiét 1ap ’SA (Security Association) ma
trong d6 su dung 6 thong di¢p dé thoa thudn cac thong so6 vai nhau?
A. Aggressive mode
B. Quick mode
C. Passive mode
D. Main mode
Cﬁ,u 34. Thuat toan nao sau day trong Loadbalancing lua chon may chu dya vao cong
suat dinh mirc cua may chu?
A. Least Connections
B. Weighted Round Robin
C. Round Robin
D. Fastest
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Cau 35. B¢ bao v€ dir li¢u cua cong ty cua minh trudc cadc thdm hoa xay ra thi Iya
chon nao dudi day s€ 1a to1 uu nhat?
A. Sao luu tat ca dir li€u vao dia va luu trit nhitng dia nay & mot noi an toan trong
nha cia nguoi quan tri mang.

B. Sao luu tit ca dit liéu vao dia va luu trit nhitng dia ndy & mot thanh phd khac.

a

. Sao luu tat ca dir liéu vao dia va luu trir nhitng dia ndy & mot noi an toan trong
ham chtra ctia cong ty.
D. Sao luu tat ca dit lidu vao dia va luu trit nhitng dia ndy & mot noi khac trong cling
mot thanh phd.
Céu 36. Joe str dung Wireshark dé bét cac goi tin trong mang VPN. Qu4 trinh nao
dang dién ra trong anh dudi ddy. Chon phwong an chinh x4c nhat?

Hao. Tima Source Destination SrcPrt DstiPre info
B 2017-04-14 22:38:14.282573 172.16.1.71 172.16.1.70 58 580 Quick Mode
9 2017-04-14 22:38:14.445523 172.16.1.7@ 172.16.1.71 58 5808 Quick Mode

A. Khoi tao két ndi IKE

B. IKE phase 1

C. IKE phase 2

D. C6 thé 1a IKE phase 1 hoic IKE phase 2

Céu 37. M6 hinh dudi ddy 1a mo6 hinh moé phong cho hé théng IDS nao?

Predefined
attack |
Custom  Sanature Attack Detected?
Attack
Signature
Trace/Log the Attack
Custom
attack
Signature Stop the Attack
Alert the Admin

Flow of network Traffic

A. Anomaly — based system

B. Stateless IDS

C. Stateful IDS

D. Signature-based system
Cau 38’. Peter thu:c’hién giam sat an toan thong tin cho 1 hé théng may chu va phat
hiénA thay c6 mot s6 goi tin nghi ngd c¢6 chira ma doc. Cong cu nao sau day thuong
KHONG dugc st dung trong qua trinh phan tich goi tin?.

A. Nmap B. NetworkMiner  C. Wireshark D. Xplico
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Ciu 39. Cho doan nhat ky cta hé thong giam sat nhu sau:

*% Rlert 1540815355.847397: -
ossec, syscheck,pei_dss_11.5,9pgl3_4.11,gdpr II 5.1.%,

2018 Oct 29 123:15:55% (ubuntu) 10.0.0.144->syscheck

Rule: 550 (lewvel 7) -> 'Integrity checksum changed.’®

File '/test/hells' checksum changed.

Qld mdSsum was: '2ad732blde3dbi2lesqdeé2d2lThifk2’

New mdSsum is : 'l46c07ef2479cedodSqcTciatscfianl’

0ld shalsum was: 'bE9f4786dcf00fblc4ddctadiicalfeblelielb’
New shalsum iz : 'elefc99729bebliS560e02dlf5cl5ad2a985fed2e"

0ld sha2Sésum was:
'aBalealddbeatbh52ledclelf2ecalddSeTs5ci42b2aTedid8banalled 6715502

New zha2lésum is :
'aT7998f247bA9656 04 ££227fa325c08116%9a0T7471a8h6808d3a002a486c4065975 "

0ld modification time was: "Mon Oct 29 13:15:19 2018°, now it is
"Mon Oct 29 12:15:54 20187

(Rudit) User: 'root (0)°

(Rudit) Login user: 'test (1000)°
(Audit) Effective user: 'root (0)°'
(Rudit) Group: 'root (0)°

(Audit) Process id: "2608%"

(Audit) Process name: '/bin/nanc’

Poan nhat ky nay canh béo diéu gi?

A. Noi dung cia tép tin gidam sat khong thay doi

B. Gi4 tri bam mat khau cua tai khoan root bi thay doi

C. Tai khoan root bi tin cong

D. Noi dung tép tin duoc giam sat bi thay doi
Cau 40. Mark dang tim kiém mot may chu proxy cho mang cua minh. Muc dich cua
may chu proxy 1a dé dam béo rang cac may chu web dugc an khoi cac may khach bén

ngoal Tat ca cac may chu web khac nhau s& dugc hién thi v6i thé g101 bén ngoai nhu:

thé chung 13 may chu proxy. Loai may chu proxy nio 1a tot nhét theo yéu cau
cua Mark?

A. Firewall B. Forward
C. Transparent D. Reverse
Céu 41. Phat biéu nao dué6i day 1a KHONG ding vé giao thirc ESP?
A. Trong ché do duong ham, toan bd g61 tin IP dugc ma hoa
B. ESP vira ma hoa, vira xac thuc dir liéu
C. ESP c6 kha ning chdng lai tn cong phat lai
D. ESP str dung mat ma khéa cong khai dé ma hoa dit liéu
C?}u 42: Tép nao sau day tin técvc() thé sira d6i sau khi gianh quyén truy cép vao hé
thong dé thuc hién tan cong chuyén hudéng DNS (DNS redirection)?
A. SAM B. hosts
C. Services D. /etc/passwd
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Cau 43. Peter chiu trach nhiém dam bao an toan ‘th()ng tin cho hé théng cua cong ty.
Trong qua trinh ra soat, Peter da phat hién ra re}ng NTP (Network Tin}e Protocol)
khong hoat dong binh thuong. Giao thirc ndo co6 thé s€ bi anh huong boi dieu nay?

A. Radius B. Kerberos C. IPSec D. DNSSEC
Céu 44. Lénh nao dudi day cho phép x6a bo 1 rule cu thé cia 1 chain duoc chi dinh?

A. iptables -R chain B. iptables -R chain rulenum

C. iptables -D chain rulenum D. iptables -D chain
Céu 45. Dé giam thiéu viéc chiém dung khéng gian 6 dia, bo phan IT cta mét td chirc
moi1 day da 4p dung chinh sach 1’2‘1 d;ﬁt’ th(‘)ii han luu trit cho email da guri 1a sau thang.
Lya chon nao sau day la cach tot nhat ¢ dam bao an toan khi chinh sach nay dugc
thyc thi?

A. Tao mét ban sao luu dugc ma hoa hang ngay cua cac email ¢ lién quan.

B. Thuc hién nén dia tu dong trén may chu email

C. Di chuyén cac email 6 lién quan vao thu muc "D4 luu trix".

D. Cau hinh may cht email dé x6a cac email cé lién quan.
Céu 46. Giai phap nao la t6t nhat dé bao vé dir liéu trén mot may tinh xach tay trong
truong hop nod bi lay cap?

A. Ma hoa dir liéu

B. Khoa dia mém

C. Luu trit déu ddn trén CD-ROM

D. Thiét 1ap mat khau trén hé diéu hanh
Cau 47. Dominick chiu t}réch nhiém vé hé thong IDS/IPS tai mot cong ty bao hiém
quy mo Vfr‘a. Cong ty muon uu ,tién kha nang phé‘g hién va ngan cqhén kip tlrc thf‘ri cac
tan cong tiém tang thi cac hé thong IDS/IPS nay can phai dugc trién khai nhu thé nao?
Chon dép an chinh x4c nhat.

A. Trién khai ¢ ché d¢ Sniffer

B. Trién khai & ché do Inline detection

C. Trién khai & ché d6 Passive

D. Trién khai & ché d¢ Inline protection

Cau 48. Statefull firewall st dung dé luu giir thong tin vé trang thai cac
két noi.

A. Routing table B. Network Address Translation table

C. Access Control List D. State table

Cau 49. Sau khi thu thap ‘Vé phan tich duoc hanh vi tdn céng cua tin tic 1én mang
Honeynet, nguoi quan tri can phai lam gi?

A. Dé xuét giai phap phong chdng

B. Cach ly may tinh dang bi tan cong trong mang Honeynet

C. Ngin chin ngay 1ap tic tin cong dang dién ra

D. Khong can thyuc hién viée gi ca vi day 13 mang gia 1ap
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Cau 50. Lénh nao sau day cho phép ngan chan tan cong DoS nhu SYN Flood?
}X.iptables -A INPUT -p udp --dport 80 -m limit --limit 25/minute --limit-
burst 100 -j ACCEPT

:B.iptables -A OUTPUT -p tcp —--dport 80 -m limit --limit 25/minute --limit-
burst 100 -j ACCEPT

C. iptables -A INPUT -p tcp --dport 80 -m limit --limit 25/minute --limit-
burst 100 -j ACCEPT

D. iptables -A INPUT -p tcp --dport 80 -m limit --limit 1000/minute --
limit-burst 100 -j DROP

Cau 51. Giao thuc [Psec hoat dong tai téng nao trong mo hinh OSI?
A. Tang van chuyén
B. Tang trinh dién
C. Tang mang
D. Tang tng dung

Cau 52. Ky thuat SYN flood lgi dung diém yéu tai trong mo hinh
OSI dé thuc hién tin cong tur chdi dich vu.

A. Tang img dung  B. Tang giao van C. Tang trinh dién  D. Tang vat ly
Céu 53. Luit ndo sau ddy cho phép phat hién tin cong SYN Flood t6i Mail Server?

Sreqd + Iplables
s ( 0 80 B
=14 i -

PC1 PC2 PC3

Phan wong LAN 172.16.1.0/24

> >

j j L‘ SHOMENET = 172.16.1.0/24 & 10.2.2.0/24
SOMZ = 10.2.2.0/24

Wl Sereir

sl Spiver FTIP Sfived

SEXTERMNAL _MNET = Anything except SHOMENET

Phin ving DMZ 10.2.2 0124
Lya chon dap an dung va chinh xac nhat.

A. alert tcp any any — $DMZ 25 (msg:"SYN flood attack"; flags:F; threshold:type
threshold, track by src, count 1000, seconds 5; -classtype:attempted-dos;
s1d:200385; rev:3;)

B. alert tcp any any — S$HOMENET 25 (msg:"SYN flood attack"; flags:S;
threshold:type  threshold, track by src, count 1000, seconds 35;
classtype:attempted-dos; s1d:200385; rev:3;)

C. alert tcp $SDMZ 25 — any any (msg:"SYN flood attack"; flags:S; threshold:type
threshold, track by src, count 1000, seconds 5; classtype:attempted-dos;
sid:200385; rev:3;)

D. alert tcp any any — $DMZ 25 (msg:"SYN flood attack"; flags:S; threshold:type
threshold, track by src, count 1000, seconds 5; -classtype:attempted-dos;
s1d:200385; rev:3;)

Trang 13/14 — M3 dé thi 949


javascript:viewOriginalQuestion(23298);
javascript:viewOriginalQuestion(23471);
javascript:viewOriginalQuestion(23339);
javascript:viewOriginalQuestion(23400);

Céu 54. Cong ty X so hitu may chil email ¢ dia chi 131.171.127.11. Peter mudn bao
vé may chu nay khdi vi¢c nhan bat ky email nao tor mang con 192.168.1.0/24 c6 chira
tir khoa “hacking”. Ludt Snort nao sau ddy chinh xac nhat voi yéu cau cua Peter?

A. alert tcp 192.168.1.0/24 any — 131.171.127.11 25 (content:malicious packet”;
msg: “hacking”; sid:2000001;)

B. alert tcp 131.171.127.11 25 — 192.168.1.0/24 any (content: “hacking”; msg:
“malicious packet”; sid:2000001;)

C. alert tcp 192.168.1.0/24 any — 131.171.127.11 25 (content: ‘“hacking”; msg:
“malicious packet”; sid:2000001;)

D. alert tcp 192.168.1.24 any — 131.171.127.11 25 (content: “hacking”; msg:
“malicious packet”; sid:2000001;)

Céu 55. Phan nao duoc goi 1a Rule Option trong luat Snort dudi day?
alert tcp any any — 192.168.1.107 any (msg: "FIN Dos"; sid:1000001; flags:F;)
A. msg: "FIN Dos";
B. alert tcp
C. alert tcp any any — 192.168.1.107 any
D. (msg: "FIN Dos"; sid:1000001; flags:F;)
Cau 56. Giai phap nao sau day thudng dugc sir dung dé bao mat dau cudi?
A. Antimalware B. HIDS C. Firewall D. VPN
Cau 57. Loai, sao luu nao dudi day c6 toc do sao luu nhanh nhat nhung khoi phuc dir
liéu cham nhat?
A. Sao luu vi sai B. Sao lvu gia ting C. Sao lvudidy da  D. Sao luu dinh ky

Cau 58. bao gdm console va sensor/sensors.
A. Protocol IDS (PIDS) B. Distributed IDS (DIDS)
C. Network-based IDS (NIDS) D. Host-based IDS (HIDS)

Céu 59. Nhit ky an toan trén may tinh chtra dung thong tin vé cac su kién xuat hién
bén trong mang va hé thong cua td chuc. Tép tin nhat ky cia ng dung va may chu
web rat hitu ich dé phat hién tdn cong web. Ngudn goc, ban chat va thoi gian cia tan
cong co thé dugc x4c dinh thong qua viéc cua hé théng bi
xam nhap.

A. Phan tich t€p tin nhat ky B. Luu trir tép tin nhat ky

C. Ciu hinh tép tin nhat ky D. Thu thap tép tin nhat ky
Cau 60. la mét tap cac cau lénh thuong duogc luu trit trén firewall
(router, switch) ding dé diéu khién truy cp vao, ra hé théng mang véi cac hanh dong
tuong g nhu cho phép hoac cam.

A. Access Control List (ACL) B. Packet Filter

C. State Table D. Session Splicing
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