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PHAN I. TONG HQP CAC NOI DUNG HQC PHAN

Mon hoc: Quan tri mang may tinh

Khoa: Cong nghé thong tin

Cac chuong trinh dao tao c6 sir dung moén hoc:
P1: DH Chinh quy An toan théng tin, Cong nghé thong tin, Dién tir vién thong
P3: BH vira lam vtra hoc, PH lién thong
Cic phin ndi dung mén hoc trong cic chwong trinh dao tao:

TT

Phén ndi dung

Chuong 1. Khai quat vé quan tri mang

Chuong 2. Cai dat va thiét 1ap mang Windows

Chuong 3. Quan 1y d6i tuong

Chuong 4. Chinh sach nhom

Chuong 5. Quan ly tai nguyén mang

Chuong 6. Dich vu DNS va DCHP

N oW NP

Chuong 7. Giam sat hé thong

HEERREES

HEERREES
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PHAN II. TRICH LUQC PE CUONG CHI TIET HQC PHAN
1. THONG TIN CHUNG
Tén hoc phan (tiéng Viét): Quan tri mang mdy tinh
Tén hoc phan (tiéng Anh):
M3 s6 hoc phan: CT.KT3
Sé tin chi: 2
Péi twong: Sinh vién PH chinh quy, nganh CNTT, chuyén nganh K§ thuat phin mém
nhing va di dong.
Nguoi xay dung: ThS. Nguyén Hong Viét
Diéu kién tién quyét: Tin hoc dai cwong, Mang mdy tinh
2. MUC TIEU HQC PHAN
Quan tri va duy tri hé thong trén hé diéu hanh (Windows), quan 1y cic tai nguyén
clia mang, quan tri va phan quyén ngudi dung, nhom nguoi dung, don vi to chuc, xay
dung, quan ly chinh sach nhom GPO, quan tri cac dich vu co ban, giam sat hé théng
mang.
3.MO TA TOM TAT NOI DUNG HQC PHAN
Phan dau trinh bay khai quat vé quan tri mang dé hoc vién co thé hiéu, trién khai va
quan tri hé thong mang mot cach day di va co tinh hé théng. Tiép theo, trinh bay cac
vé van dé vé trién khai hé théng mang, quan tri hay phuong phap dé nang cap mot hé
théng mang, duy tri hé théng van hanh 6n dinh dong thdi phai dam bao an toan va bao
mat cho hé théng mang.
4. CHUAN DAU RA

4.1. Cac chuan dau ra dap wng cdc yéu cau chung

Chuan dau

Chuin dau ra ra twong

~ . Lua . , .
Ma cua ch.()n Ghi chu rng clia
hoc phan : chuong

trinh

Hiéu duoc ndi dung cua
Poc hiéu tai liéu modt sd tai liéu tham
tiéng Anh lién khao, cac bai béo, va

HPC.R1 . | ™ o . | R4, R7
quan dén cac bai trang web tiéng Anh vé
giang cac ndi dung trong hoc
phan
-At r r t-/( YA A -/(t <
HPC.R2 Vie b'elo cdo 1et}g 7 éu ca’u lee iuoc n%ran R4, R7
Anh lién quan cac gon, co thé hiéu, khong




chu dé cua hoc
phan

can dGng van phong kho
hoc hay chinh luan

Ky nang viét
thuyét trinh (tiéng

Y ¢€u cau nay bao gom: k¥

HPC.R3 | Viét) lién quan nang viét bao cdo, slides | R18
dén cac chu dé va thuyét trinh
ctia hoc phan
. CO kha nang tng dung
rd hanh .
Sc})]:n uncgli ng EE cong cu CNTT d€ minh
HPC.R4 5 @ & hoa, mé phong hodc trién | R5
dung CNTT trong ae 1 ax
\ khai mot chu dé cua hoc
hoc phan .
phan
Pam bao kién Yéu cau cac kién thuc
HPC.R5 | thic nén vé khoa nén tang vé khoa hoc co | R1
hoc co ban ban (toan, vat 1y, v.v.)
HPC.R6 |thic co s& nén 20, ET HnS G ST ANYEH ps
t4n mot sq ndi dung trong
g hoc phan
, . . z h-?\ - A A h)\
Kién thirc v& nghé thié 1eu d:;et dl,V; Eghg
nghiép, dao dirc o T I R2, RS,
HPC.R7 |nghé nghiép lién SHIEp va v "8 R17, R18,
£ dung cac ndi dung lién
quan dén A . .. | R19
A quan dén nghé nghiép
hoc phan \ A
cua hoc phan
Xac dinh dang yéu cau
bai toan, c6 thé dua
- . ra/lga chon giai phdp | R11, R12,
Suy nghi va gis ‘ ' .
HPC.RS uyét Sarll (;éa gt phi hop cho bai toan. | R13, R14,
“wy Panh gia két qua trén co | R15, R16
so¢ dinh tinh va dinh
lugng
Ttiao l‘uan,v tra.rAlh Thflo , luan uu/n}}u’qc‘, R11 R12
luan, va phan bién phan tich, tranh luan va
HPC.R9 n Y 1 A . ) . . | R13, R14,
trén co s& 1y luan bién luan cac chua dé
\ R15, R16
khoa hoc trong hoc phan
Lam viéc nhom Kha nang (6 chic, van | o, g
HPC.R10 | ; ., ~. 7 hanh, diéu phéi, danh gia T
to chuc va quan ly R19

két qua cia nhém




HPC.R11

Kha nang nghién
cuu, lam viéc doc
lap va thich nghi

|

C6 thé ty nghién ciu,
doc lap lam viéc va
thich nghi véi nhom,
moi trudng

R17, R18,
R19

4.2. Cac chudn ddu ra dap wrng cdc yéu cau cu thé cua hoc phan

Chuan dau

thong, chinh sach
nhém, quan ba va

X A ., ra twon
Ma Chuan dau}\ra cua Ghi chu rng ci’lag
hoc phan
chwong
trinh
Vé kién thirc
Chuong 1
Nam duoc cai khai
CTKT3.R1 mem co ban licn R5, R8
quan dén quan tri
mang may tinh
Nam duoc quy
CTKT3.R2 trinh quan tri mang RS, R8
may tinh
Chuong 2
Nim dugc quy
trinh cai dat va thiét
CTKT3.R3 N R5, R8
1ap h¢ thong mang
may tinh
Chuong 3
Nam duoc cac khai
CTKT3.R4 niém co ban vé cac R5, R8
d6i twong
Nam dugc quy
trinh tao va quan ly
CTKT3.R5 cac dbi tuong dugc R5, R8
tao ra trong h¢
thong
Chuong 4
Nim duoc cac khai
niém co ban vé
CTKT3.R6 chinh sach hé R5, R8




phan bo goi phan
mém

CTKT3.R7

Nam 15 duoc quy
trinh thay doi céc
chinh sach cua hé
théng, tao va thiét
1ap cac chinh sach
nhém cho cac dbi
tuong khac nhau

RS, R8

Chuong 5

CTKT3.R8

Nim 16 khéi niém,
dinh nghia co ban
vé cac loai tai
nguyén duoc su
dung trong hé
thdng mang may
tinh

RS, R8

CTKT3.R9

Nam 18 quy trinh
tao, kiém  soat,
quan 1y va bao v¢
cac loai tai nguyén
nay

RS, R8

Chuong 6

CTKT3.R10

Nam 1d cic khdi
niém vé dich vu
DNS va DHCP
cing nhu chic
nang cua cac
option bén trong
cua 2 dich vu trén

RS, R8

CTKT3.R11

Nim rd quy trinh
cai dat, quan 1y va
su dung 2 dich vu
DNS, DHCP

R5, R8

Chuong 7

CT.KT3.R12

Nim 1o dugc cac
k¥ nang giam sat h¢
théng va st dung
thanh thao cac
cong cy nham phuc
vu cong viéc giam
sat hé théng mang
may tinh

R5, R8

Vé ky niang chuyén mén nghiép vu




C6 kha nang thiét
ké, xdy dung va R12, R13,
quan 1y mot hé R14

théng mang

CTKT3.R13

Co6 kha ndng nang
cdp, bao tri hé
théng mang may R12, R13,
tinh khi c6 su mé R14

rong hodc su ¢ dot
Xuét

CTKT3.R14

Vé ky niang mém

C6 kha nang két
hop lam viéc véi
nhom dé xay dung
va cAu hinh viéc
quan ly va giam sat
mot hé théng mang
may tinh 16n voi
nhiéu thiét bi

CTKT3.R15

5. KET CAU HQC PHAN VA PHAN BO THOI GIAN

Phin bi theo tiét
TT Noi dung Lén lop TN/ | Cong
LT |[BT | TL | TH
Chuong 1: Khii quét vé quén tri mang 2 2
Chuong 2: Cai dat va thiét lip mang 1 2 3
Windows
8 | Chuong 3: Quan ly dii tuong 3 3 6
10 | Charong 4: Chinh sach nhom 3 3 6
11 | Chrong 5: Quan ly tai nguyeén mang 3 4 [
12 | Chuong 6: Dich vu DNS va DHCP 3 4 7
13 | Churong 7: Giam sat hé thfmg 3 4 [
2. | Kiém tra giira hoc phﬁn 2 2
Cong: 20 20 40

6. CHUONG TRINH CHI TIET HQC PHAN

CHUONG 1. KHAT QUAT VE QUAN TRI MANG
1.1. MUC TIEU, QUY TRINH VA CAC HOAT BONG QUAN TRI MANG
1.1.1. Cac ddi tuong quan tri
1.1.2. Chinh sach hé théng
1.1.3. Quan ly tai nguyén
1.1.4. Giam sat hé théng
12 MOI TRUGNG VA CONG CU QUAN TRI



1.2.1. Cac moi truong mang
1.2.2. Cac mo hinh mang trong mdi truong Microsoft
1.2.3. Giéi thi¢u Active Directory
1.2.4. Cac cong cu quan tri
1.3. TONG KET CHUONG
CHUONG 2. CAI PAT VA THIET LAP MANG WINDOWS
2.1. THIET LAP MANG NGANG HANG
2.1.1. Thiét 1ap cau hinh TCP/IP
2.1.2. Xay dung Workgroup
22 CAIDPAT VA THIET LAP MANG KHACH/CHU
2.2.1. Cai dat may chu
2.2.2. Xay dyng cau trac Active Directory
2.2.3. Gia nhap mién cho may tinh tram
2.2. TONG KET CHUONG
CAU HOI VA BAI TAP THUC HANH
CHUONG 3. QUAN LY POI TUONG
3.1.QUAN LY CAC OU
3.1.1. Tao cac OU
3.1.2. P6i tén OU
3.1.3. X04 OU
3.2. QUAN LY TAI KHOAN NGUOI DUNG
3.2.1. Quan ly tai khoan ngudi dung ctia may
3.2.2. Quan 1y tai khoan ngudi ding ctia mién
3.2.3. Thay dbi céc thiét dinh vé tai khoan nguoi dung
3.3. QUAN LY CAC TAI KHOAN NHOM
3.3.1. Khai niém nhém
3.3.2. Cac loai nhom bao mat
3.3.3. Cac nhom cuc bd dugc tao san
3.3.4. Cac nhém toan mién va nhom toan rung dugc tao san
3.3.5. Cac nhom dac biét
3.3.6. Tao va quan 1y tai khoan nhom ctia mién
3.3.7. Tao va quan ly tai khoan nhém cua may
3.4. CAC QUYEN HAN NGUOI DUNG
3.5.UY THAC QUYEN QUAN LY OU
3.6. TONG KET CHUONG
CAU HOI VA BAI TAP THUC HANH
CHUONG 4. CHINH SACH NHOM
4.1. CHUC NANG, PHAN LOAI VA SU DUNG CHINH SACH NHOM
4.2. TAO CAC POI TUQONG CHINH SACH NHOM
4.3.UY THAC QUYEN QUAN TRI CHINH SACH NHOM



4 4 TINH NANG CAI PAT GOI PHAN MEM CUA CHINH SACH NHOM
4.4.1. Quang ba va phan b6 goi phan mém.
4.5. QUAN LY GOI PHAN MEM DA PHAN BO HOAC QUANG BA
4.5.1. Thay doi mot sb dac tinh cua goi phan mém
4.5.2. Trién khai lai mot géi phan mém
4.5.3. G& bo mot goi phan mém
4.6. TONG KET CHUONG
CAU HOI VA BAI TAP THUC HANH
CHUONG 5. QUAN LY TAI NGUYEN MANG
5.1.QUAN LY FILE VA THU MUC
5.1.1. Ché d6 bao mat ciia NTFS
5.1.2. Chia sé va quan 1y quyén truy cép tir xa
5.1.3. Trao quyén truy cap cuc bd
5.1.4. Lay quyén so hiru
5.1.5. Tong hop cac quyén truy cap
5.2.QUANLY O biA
5.2.1. Cau hinh hé théng tap tin
5.2.2. Céu hinh dfia luu trit
5.2.3. Str dung chuong trinh disk Manager
5.2.4. Quan ly viéc nén dir licu
5.2.5. Thiét lap han ngach dia (Disk Quota)
5.3. DICH VU IN TREN MANG
5.3.1. Qua trinh in trén mang
5.3.2. Cai dat va chia sé may in cuc bo
5.3.3. Két nbi may in cuc by da chia s¢
5.3.4. Mot sb thiét dinh vé may in
54 SAO LUU VA PHUC HOI
5.4.1. Khai niém sao luu va phyc héi dir licu
5.4.2. St dung Windows Server Backup
5.4.3. Phuc hoi dir liéu
5.5. TONG KET CHUONG
CAU HOI VA BAI TAP THUC HANH
CHUONG 6. DICH VU DNS VA DHCP
6.1. DICH VU DNS
6.1.1. Mot s6 khai niém
6.1.2. Nhitng loai ban ghi pho bién trong DNS
6.1.3. Cai dat DNS server
6.1.4. Tao ra cac Zone
6.1.5. Tao cac ban ghi
6.1.6. Cau hinh dich vu DNS trén may khach



6.2. DICH VU DHCP
6.2.1. Cai dat DHCP server
6.2.3. Tao ra mot scope (tam)
6.2.4. An dinh cac thong s tuy chon cho tat ca cac scope
6.2.5. CAu hinh dich vu DHCP bén may khach
6.2.6. Cac budc nhan mot dia ch IP tir DHCP server
6.3. TONG KET CHUONG
CAU HOI VA BAI TAP THUC HANH
CHUONG 7. GIAM SAT HE THONG
7.1. CAC KY NANG GIAM SAT MAY CHU
7.2. SU DUNG TASK MANAGER
7.3. SUDUNG EVENT VIEWER
7.4. SU DUNG PERFORMANCE CONSOLE

7.5. TONG KET CHUGONG
CAU HOI VA BAI TAP THUC HANH
7. PHUONG PHAP DAY VA HQOC

. | Phwong pha Lua X ene
Ma . £Pap ’ Dién giai
giang day chon
: Truyén thong: gido vién trinh bay cac khai
Truyén thy, A Y £ Ag Ag . A Y £
M1 x ., | niém, van d¢, cong thirc, so d6 v.v. Mong mudn
dién giang ) Y 2 . )
sinh vién hi€u, va c6 thé trinh bay lai
Déne nio Gido vién trinh bay, sinh vién suy nghi dé phan
M2 NS . M | tich, danh gia cac md hinh, thuat ton, gidi
(brainstorming) .
phap, v.v.
Théo luédn va Giao vién dua ra cac van d¢, sinh vién giai
hoc du trén van quyét. Sinh vién c6 thé dua ra hodc lya chon
M3 X M Ll e A 1, .
deé (problem- giai phap, dua ra céc cai tién cho giai phap, mo
based learning) hinh
. Céc van dé, mo hinh, thuat toan v.v. dugc sinh
Hoc theo nhom o . . g RN
vién thuc thién theo nhém. Sinh vién can thao
M4 | (group based O N X , . o N
learning) luan, giai quyét trong nhom trude khi trinh bay
trén 16p
Du vao du an Sinh vién tham gia cac du an thyc t€; cac bai
M5 | (project based O tap 16n, d6 an mon hoc dugc giao cho nhom
learning) sinh vién trién khai
Gido vién dua ra cac tinh hudng thuc té va
Tinh huong phan tich dé sinh vién thay duoc vige u:ng dung
M6 ) M
(case studies) cac mo hinh Iy thuyét vao thuc té va giai quyét
van dé lién quan
M7 | Demo ¥ Cac chlf:ong‘ .trl'nqh mau duoc mln%l hoa truc :uep
trong cac bai giang hay trong phong thuc hanh
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8. PANH GIA HQC PHAN

Piéu kién dur thi:

+ Du 16p sb tiét tdi thiéu: Theo quy ché dao tao hién hanh
+ Kiém tra giit hoc phan: Theo quy ché dao tao hién hanh
Cich tinh diém: Theo quy ché dao tao hién hanh.

8.1. Danh gid quda trinh

Ma Hinh thirc danh gia Luwa chon Ti 1€ (%)
QT1 Bai tap thuc hanh M 30%
QT2 Bai tap O

QT3 Vén dap O

QT4 Bai tap 16n O

QT5 Béo céo chuyén dé O

QT6 Kiém tra trén 16p M 70%
Ghi chii vé cong thikc tinh diém 0,3*QT1 + 0,7*QT6

8.2. Ddinh gid két thiic hoc phan

Ma Hinh thirc danh gia Luwa chon
T1 Thi thyc hanh M
T2 Thi viét O
T3 Thi van dap O
T4 Thi tric nghiém O
T5 Do an mon hoc O

9. TRANG THIET BI DAY HQC
- May tinh, May chiéu, Bang Foocmica, Bit viét bang Foocmica
- May cha, Cac may tram, Hé thong phong may két ndi mang, Phin mém HPH
Windows Server va cic phan mém tng dung trén Windows Server, Hé diéu hanh may
a0, C4c phan mém chay trén may ao di duoc dong géi ISO, ...
10. YEU CAU VE GIANG VIEN
- Trinh d6: Thac si/ctr nhan tir 3 nam kinh nghiém tré 1én.
- Chuyén nganh: Mang truyén thong, Khoa hoc may tinh (Uu tién: C6 ching chi
chuan vé quén tri mang ctia Microsoft).
11. TAI LIEU THAM KHAO
[1]. “Configuring Windows Server 2008 Active Directory’’; Dan Holme, Nelson Ruest,
Danielle Ruest; 2008.
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[2]. “Configuring Windows Server 2008 Network Infrastructure”; J.C. Mackin and
Tony Northrup; 2008.

[3]. “Configuring Windows Server 2008 Applications Infrastructure; J.C. Mackin
and Anil Desai; 2008.

[4]. “Windows Server 2008 Server Administrator”; Ian McLean and Orin Thomas;
2008.

[5]. “Windows Server 2008 Enterprise Administrator”; Orin Thomas, John
Policellilan McLean, J.C. Mackin, Paul Mancuso, and David R.Miller, with
GrandMasters; 2008.

[6]. “Configuring Microsoft Windows Vista Client”; lan McLean and Orin Thomas;
2008.

[7]. “Gido trinh Quan tri Windows Server 2003”; Tran Vian Thanh — Pai hoc Qudc
Gia Tp.HCM.
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1. Cdc chuin ddu ra dwoc ddnh gid

PHAN III. PHAN RA CHUAN PAU RA HQC PHAN

dung thanh thao cac cong cu nham phuc vu cong viéc
giam sat hé théng mang may tinh

TT| Ky Chuén dau ra P1 | P2 | P3
hiéu

1 | CLO3 | Ndm dugc quy trinh cai dat va thiét 1ap hé théng M| M|
mang may tinh

2 | cLO4 |Ndm dugc cic khai niém co ban vé cic| M | & | &
dbi tuong

3 | CLO5 | Nam duoc quy trinh tao va quan Iy cac déituong | & | & | ™
duoc tao ra trong hé théng

4 | cLO6 | Nam duogc cac khai niém co ban vé chinh sachhé | & | &1 | &
thng, chinh sach nhom, quang b4 va phan bd goi
phan mém

5 | cLO7 | Nam 6 dugc quy trinh thay doi cac chinh sachcta| & | & | &
hé théng, tao va thiét lap cac chinh sach nhom cho
cac dbi tuong khac nhau

6 | cLO8 | Ndm rd khai niém, dinh nghia co ban vé cac loai tai
nguyén dugc st dung trong hé théng mang may tinh

7 | cLO9 | Ndm rd quy trinh tao, kiém soat, quan 1y va bao vé
cac loai tai nguyén trong hé théng mang may tinh

8 | CLO10 | Nam rd cac khai niém vé dich vy DNS va DHCP ciing
nhu chirc ndng cua c4c option bén trong cua 2 dich
vu trén

9 | CcLO11 | Nam rd quy trinh cai dit, quan 1y va sir dung 2 dich
vu DNS, DHCP

10 | CLO12 | Nam 18 dugc cac k§ ning giam sat hé thong va sir
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2. Cac nhom cdu hoi thi

TT | Ky Nhém cau héi CLO
hi¢u
0 1 | CAIDAT VA THIET LAP MANG WINDOWS (Chuén bj CLO3
trude khi thi)
1 2 | QUANLY POI TUONG
2 | 2.1 | Taociu tric OU CLO4,
CLO5
3 | 2.2 | Tuy chinh thudc tinh user, group CLO4,
CLO5
4 | 2.3 | Uy thac quyén quan ly OU CLO4,
CLO5
5 3 | CHINH SACH NHOM, GIAM SAT HE THONG
6 3.1 | Tao chinh sach nhom: CLOS,
- Chinh sach mat khau va khéa tai khoan (3 cau) CLO12
- Han ché Desktop, Control Panel, Start Menu (4 cAu)
- Han ché System, Network, Security Options (2 cau)
- Han ché chuong trinh va tinh ning tng dung (3 cau))
- Anh xa 6 dia, logon script (1 cau))
- Kiém toan, giam sét (2 cau)
- Cai dat phan mém (2 cau)
7 | 3.2 | Uy théac quyén quan ly GPO, phan quyén ap dung GPO CLO7
8 4 | QUAN LY TAI NGUYEN MANG VA CAC DICH VU DNS, CLOS,
DHCP CLO9,
- Quan ly 6 dia (3 cau) CLO10,
- Thu muc dung chung (Phan quy?n chia sé + bao mat) (4 cau) | CLO11
- Backup — Restore (1 cau)
- Cai dat, chia sé va quan ly may in mang (2 céu)
- Dich vu DNS, DHCP, FTP (3 cau)
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PHAN IV. MA TRAN PE THI

1. Chuong trinh DH Chinh quy An toan thong tin, Cong nghé thong tin, Di¢n tir
vién thong (P1)

Tong sé cau hoi: 6 cau.  Thoi gian 1am bai: 45 pht.

Tai liéu duoc phép st dung: Khéng

Cau trac dé thi:

TT Nhém cau héi SL | Piém | TH

1 |2.1. Tao céu tric OU 1] 15 X
2 | 2.2. Tuy chinh thudc tinh user, group 1 1,5 X
3 | 2.3. Uy thac quyén quan ly OU 1 1 X
4 | 3.1. Tao chinh sach nhom: 1 2 X
5 | 3.2. Uy thac quyén quan ly GPO, phan | 1 1 X

quyén &p dung GPO

6 |4.QUAN LY TAINGUYEN MANG | 1 3 X
VA CAC DICH VU DNS, DHCP

Tong 6 | 10

3. Chudn bi trwéc khi thi

3.1. Thi truc tuyén

Hoc vién, sinh vién can chuan bi sin cac yéu cau sau trén may tinh ctia minh:

1. Phan mém VMWare/VirtualBox da cai dat sdn 01 may ao Windows Server
2008 tro 1én, da nang cap 1én DC (Domain Controller, domain bat ky); va 01 may &o
Windows 7/10 (may Client) da gia nhap domain do DC quan ly.

2. Phan mém UltraViewer hoic TeamViewer: Dé sin sang cho CBCT kiém tra
két qua bai thi khi hét thoi gian 1am bai (bat budc cung cap Your ID & Password theo
yéu cau ciia CBCT)

3. File dong gbi ctia c4c phan mém yéu cau: Skype.msi, GoogleChrome.msi

3.2 Thi true tiép tai phong may Khoa CNTT

Hoc vién, sinh vién str dung may tinh thudc phong may cua Khoa, hodc sir dung
may tinh ca nhan néu dap tng du yéu cau sau:

1. Phan mém VMWare/VirtualBox da cai dat sdn 01 may ao Windows Server
2008 trd 1én, da nang cap 1én DC (Domain Controller, domain bat ky); va 01 may ao
Windows 7/10 (may Client) da gia nhap domain do DC quan ly.

2. Khong duogc két ndi LAN va/hodc Internet

3. File dong gbi ctia c4c phin mém yéu cau: Skype.msi, GoogleChrome.msi
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