HQC VIEN KTMM PE THI MAU PE CONG BO
PHONG KT&DPBCLDPT Moén thi: CO SO ATTT

OF THI CHINH THUTC Thoi gian lam bai: 60 phit, khong ké thoi gian phdt dé

(Dé thi c¢é 6 trang)

Ho, tén thisinh: ...................c..ooooiiiii,

SO DA AANN: .o, Ma dé thi 965

Cau 1. Tuong Ira nao sau day theo doi trang thai hoat dong va dac diém cua cac két ndi
mang di qua n6?

A. Tuong Itra trang thai B. Tuong Itra phi trang thai

C. Tuong ltra loc goi D. Tudng ltra tng dung
Cau 2. Mot chuong trinh hodc tién trinh luu trit nh}éu dwr liéu hon trong vung luu trir dir liéu
tam thoi so véi du dinh luu trir duge goi 1a tinh hudng nao sau day?

A. Tran b dém B. Qua tai bo nhoé

C. Tur chéi dich vu D. Tur chéi dich vu phén tan
Cau 3. Mot nguoi dung tréq mang nhan fiu’(jC e-mail tir ngan hang noi ring di c6 sy cb an
ninh tai nggln hang. Emailr tiég theo y€u cau nguoi dung déngﬁ nhap Véq tai khoan ngan hang
theo lién két dugc cung cap dé xac minh tai khoan. DPay c6 thé 1a loai tan cong nao?

A. Dictionary attack B. Spam C. Phishing D. Spim
Céiu 4. Thuit toan nao sau day khong phai 1a vi du cta thuat toan ma hoa dbi xing?

A. AES B. Rijndael C. Diffie-Hellman D. RC6
Cﬁu’S. Qiéi phap nao sau day la giai phap t6t nhat dé duy tri hoat dong may tinh khi xay ra
su cO mat dién?

A. Nguon cap dién kép B. UPS

C. M4y phét dién D. Nguén dién dy phong
Cau 6. Cac nha phat trién web ta@ cong ty dang thir nghiém ma trang web méi nhét trudce
khi di vao hoat dong dé dam bao rang n6 hoat dong hi¢u qua Vélan ,toém. Trong qua trinh t}~1ir
nghiém, ho thir cic URL khong ding dinh dang vi cac tham s6 bat thuong va dir liéu ngau
nhién. Thudt nglt nao mo ta hanh dong trén?

A. Debugging B. Cross-site scripting

C. Fuzzing D. Patching
Cau 7: Loai phan mém doc hai‘néo sau day s& hitu ich va kho bi phat hién nhat trong cac
cudc tan cong leo thang dac quyén?

A. Worm B. Ransomware C. Rootkit D. RAT
Ciu 8. Nhiing phat biéu nao sau day 1a PUNG?

A. IS0 27001 1a mot tiéu chuan xac dinh cac yéu cau ddi v6i hé théng bao vé thong tin.

B. ISO 27001 13 mot tiéu chuan xac dinh cac rui ro doi voi hé thdng quan 1y an toan

thong tin.
C. IS0 27001 1a mot bd cac tiéu chuan qudc té vé& quan 1y an toan thong tin
D. ISO 27001 12 mot tiéu chudn vé an toan thong tin
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Ciu 9. Ly do nao giai thich DPUNG NHAT tai sao can sir dung ham bam trong chit ky so:

A. Tang d6 an toan chit ky s6

B. Giam kich thuéc chir ky sb

C. Bam bao tinh chéng chbi bo

D. Khong thé thiéu dugc trong so dd chit ky sd
Cau 10. Tai Vi¢t Nam, co quan nao chiu trach nhiém diéu phéi quéc gia vé ung cuiu sy cd
an toan thong tin?

A. Trung tdm an ninh mang GSEC B. Trung tam an ninh mang VSEC
C. Trung tdm an ninh mang VNISA D. Trung tam VNCERT
Cau 11. Giai phdp nao nén str dung bao v¢ luu lugng mang cta dich vu web?
A. MD5 B. SHA-256
C. HTTPS D. SHA-512

C?ﬁu 12. Ban thiét 1ap chinh sach an toan yéu cﬁul ngudi dung bao vé tit ca cac téi’ lidu gidy
dé dir liéu nhay cdm cua khach hang, nha cung cap hodc cong ty khong bi danh cap. Pay la
loai chinh sach nao?

A. Quyén riéng tu (privacy)

B. Mit khau (password)

C. St dung dugc chip nhin (Acceptable use)

D. Ban Iam viéc sach s€ (Clean desk)
Ciu 13. K¢ tan cong da li@n hé v&1 mot trong nhiing qhén vién va da thuyét anh ta su dung
tén nguc‘riﬁ dﬁpg va mat khau cua minh, cho phép ké tan cong truy cép vao hé thong mang.
bay la kiéu tan cong nao?

A. Social engineering B. HIDS/HIPS

C. Data exfiltration D. Permission issues
Ciu 14. Dé tuan t}}ﬁ qéc nguyén tic bao mat méi ciia cong ty, cac chi nhanh can phai theo
doi thong tin chi tiét vé cac trang web nhan vién da truy cdp. Ban nén cai ddt nhitng gi?

A. Proxy server B. NIDS

C. VPN D. Packet-filtering firewall
Ciu 15. Piéu nio sau day 1a ding vé mat ma?

A. Mat ma khéi thye hién ma cac khoi dit ligu.

B. Mt ma dong thuc hién ma luu lugng truyén truc tuyén

C. Mat ma dong thyc hién ma dit li€u tirng 128 bytes mét.

D. Mat ma khéi phan tich cidc mau dir lidu va chin dir liéu doc hai duoc ma hoa.

Ciu 16. Phuong an nao sau ddy gitp phuc hdi va dam tinh sin sang cua hé théng?

A. File server backups B. Smartcard authentication
C. Auditing D. Testing
Cau 17. Nguoi dung chi nén dugc cép quyén can thiét dé thuc hién cac nhiém vu caa ho?
A. Uy quyén B. Nguyén tic dic quyén tdi thiéu
C. Tach nhiém vu D. Trach nhiém giai trinh
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Ciu 18. Cho ham bam H, tir H(x) khong thé tim duoc x 12 tinh chat nao ctia ham bam

A. Khéng tién anh B. Khang va cham

C. Khang tién anh thi 2 D. Nén
Céu 19. Ma tran kiém soat truy cap (Acess Control Matrix) thé hién mé hinh kiém soat truy
cap nao?

A. Kiém soat truy cap bit budc (MAC)

B. Kiém soat truy cap dua trén thudc tinh (ABAC)

C. Kiém soat truy cép tiy chon (DAC)

D. Kiém soat truy cip dua trén vai trd (RBAC)
Ciu 20. Diéu nao sau day thé hién TOT NHAT nguyén tic dic quyén t6i thiéu?

A. Luon str dung quyén quan tri vién dé truy cap hé thong

B. Gan cho nguoi ding toan quyén kiém soat tai nguyén mang

C. Gan cac quyén can thiét dé cho phép nguoi dung hoan thanh nhiém vu

D. Phat hién phin mém doc hai dang chay ma khong c6 dic quyén ning cao
Cﬁ’u 21. Kisten ,muén lru trir mat khdu mot cach an toan béng céph stt dung ham bam dé
chong lai cudce tan cong vét can. Lua chon nao sau day 1a TOT NHAT?

A. Berypt B. MD5 C.RC4 D. SHAI
Cau 2’2. Phuong thirc nao sau day khién thong tin nhay cam ciia to chirc ¢6 thé bi ro ri ngoai
¥ mudn?

A. Ung dung mang xa hoi trén dién thoai di dong

B. Quyén dbi voi tép NTFES

C. M3 hoa tép tin

D. Sao lvu dam may dugc ma hoa
Céu 23. Nguoi ding mo tai liéu song khi mé ra thay bén trong chi c6 cac ky tu la vo nghT’a
trong khi hom trude tai liéu van mo dwoc ndi dung binh thuong. Kha nang nguoi dung rat
c6 thé 1a nan nhan cua loai phan mém ddc hai nao dudi day?

A. RAT B. Backdoor C. Crypto-malware  D. Virus
CAu 24. Gia mao IP thudng duogce sir dung cho loai tan cong nao sau day?

A. Tén cong tu chdi dich vu B. Tan cong Salami

C. Tan cong thu thap dir liéu D. T4n cong ghi lai lich st phim gd
Céiu 25. Tinh chét nao khéng dugc dam bao trong mang VPN?

A. Ma hoa B. Xac thuc C. Toan ven D. Chéng chdi bo
Céu 26. T4n cong XSS (Cross Site Scripting) xudt hién ¢ ting nao?

A. Tang (mg dung — Application Layer B. Tang mang — Network Layer

C. Téang trinh dién — Presentation Layer D. Tang phién — Session Layer
Cau 27. Quan tri vién co thé sir dung céch nao sau day dé xac dinh xem c6 ai st dung trai
phép mang LAN khong day hay khong?

A. Performance Monitor B. Wireless access point log

C. Proxy server D. Protocol analyzer
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(;ﬁu 28. Chuyén gia bao mat nhan thay rang mot sd cong trong khpéng 810078200 dang
lang nghe trénq mot may chu yveb. Tuy nhién, nguoi c;hﬁ SO hfru hé thong cho biét ﬁng dung
chi str dung cong 443. Khuyén cao nao sau day 1a TOT NHAT cho nguoi cha hitu dé giam
thiéu kha nang hé thong bi tan cong?

A. Chuyén tng dung sang cong khéc

B. Tit cac dich vu khong can thiét

C. Loc cong 443 cho cac dia chi IP cu thé

D. Giam sét luu luong trén cong 443
Ciu 29. Céc thiét bi hay phan mém dé dam be‘"lo an toan nao sau diy nén duoc sir dung dé
theo doi va canh béo tdi ngudi quan tri mang vé xam nhép trai phép?

A. IDS B. Switch
C. Antivirus D. Cong cu phan tich mang
Ciu 30. Loai kiém thir an toan ndo cung cip thong tin cau hinh mang cho nguoi kiém tra?
A. Gray box B. White box
C. Black box D. Blue box

Ciu 31. Trinh tu nao sau day 1a PUNG?

A. Binh danh — Xac thyc — Cap quyén B. Xac thyc — Dinh danh — Cép quyén

C. Cép quyén — Xac thuc — Dinh danh D. Pinh danh — Cip quyén — Xac thuc
Cau 32. Mot ql}én tri vién bi sa thejli, 30 ngay sau, may chu cth'ra dir li¢u nd1 bd va may chu
du phong cﬁa’té chtrc gdp su c6 dong thoi cung mot lac. Kiém tra cac may chu, c6 vé nhu
cac t€p hé thong quan trong da bi xo6a khoi ca hai may chu. Néu quép tri vién chiu Fréch
nhi¢m quan 1y cdc may chu doé trong thoi gian lam viée thi day rat cé thé 1a mot vi du vé loai
ma doc nao?

A. Crypto-malware  B. Logic bomb C. Worm D. Trojan
Cau 33. Tuér} dang n,ghién ctru cac ky thuat duqc st dung boi tip tac. Tun quxét dinh guri
mot g(’)i tin dén hé thong muc ti@u, ghu’ng thay doi dia chi IP nguon ctia goi tin dé c¢6 vé nhu
n6 dén tu nguoi khac. Pay 1a ki€u tan cong nao?

A. Spim B. Pharming C. Spoofing D. Phishing
Ciu 34. Phuong phap tot nhat chdng lai virus méi trén hé diéu hanh Windows 13 gi?

A. Ludn cép nhat cic mau méi cho phén mém diét virus

B. Str dung giai phap ma hoa

C. Tit may tinh khi khong sir dung

D. Khong két ndi mang Wifi
Cau 35. Sy khac biét gitra danh gia rai ro va quan ly rui ro 1a gi?

A. Q}lém Iy rﬁiqro xac dinh va uu tién cac rui ro; danh gia rui ro 1a viéc quan ly céc rai ro

deé giam thi€u tac dong cua chung.

B. Banh gia rui ro xac dinh céc mdi de doa; quan ly rai ro kiém soat cac mdi de doa do.

C. Khong c6 khac biét

D. Dé?h gia riii ro xac dinh va uu tién cc rii ro; quan 1y rui ro 1a quan 1y rii ro dé giam

thiéu tdc dong cua ching.
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Cau 36. Thyc hién kiém tra an toan ung dung, loai kiém tra ndo sau day lién quan dén viéc
nhép dir li¢u ngau nhién, khong dung dinh dang?

A. Fuzzing Testing B. Buffer Overflow
C. XSS D. Whitebox test
Ciu 37. Cach TOT NHAT dé chdng trdom mady tinh xach tay 1a gi?
A. GPS B. Cable lock
C. Antivirus software D. Host-based firewall

Ciu 38. Tuong lira loc goi tin st dung loai kiém soat truy cép nio dé cho phép hoic tir chbi
luru lvgng mang?

A. Kiém soat truy cap tly y B. Kiém soat truy cp dua trén luat

C. Kiém soat truy cap dua trén vai tro D. Kiém soat truy cip bit budc
Ciu 39. Loai phan mém nao kiém tra hanh vi, nhat ky va sy kién cta tng dung trén may
tinh dé€ tim hoat dong dang ngo?

A. NIDS B. Host-based firewall

C. Spyware D. HIDS
Cau 40. Ban nghi ngd may chi DNS thyc hién chuyén huéng DNS sai t6i cac may chil
trong mot cudc tan cong DDOS. Ban nén st dung 1énh nao cua h¢ di€u hanh Windows dé
kiém tra di€u nay?

A. arp B. ping C. nslookup D. netstat
Cau 41. Giai phap nao sau ddy dam bdo an toan cho viéc truy cadp mdt may chu tir xa?

A. SSO B. SSH C. SSL D. SHA
Cau 42. Ban chiu trach nhiém quan ly mot may chu FTP ndi bo. Mot ngudi dung bao cao
rang cac t€p co san trén mgiy chu khong con nira. Ban c6 thé tim ¢ dau dé xac dinh diéu gi
da xay ra véi cac tép bi thiéu?

A. Nhat ky tai Ién FTP B. Nhat ky tuong ltra
C. Nhat ky tai xudng FTP D. Nhat ky truy cap FTP
Cau 43. Loai phén mém nao hoat dong chéng lai viéc thu thap thong tin trén may tinh?
A. Anti-spam B. Antispyware C. Anti-adware D. Antivirus
Céu 44. Tan cong APT 1a viét tit cia?
A. Advanced Persistent Tool B. Advanced Persistent Threat
C. Applied Persistent Threat D. Advanced Programmed Threat

Ciu 45. M6 ta ndo dung vé su c¢d an toan thong tin?

A. Céc su kién vi pham chinh sach an toan thong tin, hay that bai trong bién phap bao vé
tai san thong tin xay ra trong hé thong, dich vu hay mang cta t6 chirc. Hoac mdt tinh
trang hay sy viéc xay ra c6 lién quan dén an toan thong tin

B. M6t hay mot chudi cac su kién an toan thong tin khong mong mudn hay bat ngd xay ra
gdy ton hai nghiém trong dén hoat dong kinh doanh va de doa dén dén van dé an ninh
thong tin

@)

. Cac hanh dong tan cong mang nham vao hé théng

=)

. Hé thdng quan 1y an toan thong tin
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Ciu 46. Trong mo hinh MAC. Biéu thirc thé hién tinh trdi nao duéi day 1a PUNG?

A. (2, Kinh doanh) < (3, (Kinh doanh, Lip trinh vién))

B. (3, Kinh doanh, Hanh chinh) < (2, (Kinh doanh, Lap trinh vién))

C. (2, (Kinh doanh, Lap trinh vién)) < (3, Kinh doanh)

D. (3, Kinh doanh) < (2, (Hanh chinh, Lap trinh vién))
Cau 47. Chuc nang cua mang Honeynet 1a gi?

A. Kiém soat mang dua vao tap luat c6 san

B. Phan tich, canh bao va ngin chin méi doc dua trén mau

C. Phat hién va ngan chan xam nhap

D. Thu hut, phan tich va canh bdo xam nhap
Cau 48. bap an n§10 sau ddy mo ta dang nhat Yé kiéu tdn cong duoc thiét ké dé 1am ngimg
hoat dong mang bang cach lam gian doan h¢ thong véi luu lugng vo ich?

A. Ping of death B. Denial of Service

C. Teardrop D. Social engineering
Cztlu 49. Cach nao sau ddy 1a tot nhat va don gian nhat dé chéng lai 16 hong trong hé
diéu hanh?

A. Cai dit ban v méi nhat B. Cai dit lai hé diéu hanh thong dung

C. Sao luu hé thong thuong xuyén D. Tat hé thong khi khong sir dung
Cau 50. Sau khi cai dat mot p’hér{ mém méi tir mot trang web truc tuyén va sau do xem lai
nhét ky h¢ thong, ban nhén thay rang chuong trinh da chay ma khong ¢6 sy dong y cuia ban.
Ban cling nhan ra rang céc tép cling dfi dugc thém va xda vao nhirng lic ban khong st dung
may tinh. Cong cu nao sau day c6 nhiéu kha nang duogc str dung?

A. Backdoor B. Logic bomb

C. Virus D. Phin mém quang co

B [ ———
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