HQC VIEN KTMM PE THI MAU PE CONG BO
PHONG KT&DPBCLDPT Mén thi: MA PQC
Thoi gian lam bai: 60 phit, khong ké thoi gian phdt dé

DE THI CHINH THUC
(Dé thi c¢6 11 trang)

Ho, tén thisinh: ...................c..ooooiiiii,

SO DA AANN: .o, Ma de thi 461

Céu 1. Nguoi quan tri hé thong nhan thiy rang trén hé thong may chit Web cua cong ty ton
tai mdt loai ma doc cho phép vuot qua cac co ché kiém tra an toan cta hé théng nham tao
diéu kién dang nhap trai phép vao mot chuong trinh hoac hé théng. Ma doc do thudc loai
ma ddc nao sau day?

A. Worm. B. Virus.

C. Backdoor. D. Adware.

Cau 2. Phan tich ma ddc TEST.exe thu dugc doan ma dich nguoc sau:

cmp bl, 80h
jg short loc_40281D

M3 doc thyc hién nhay dén ham loc_402B1D khi
A. Gia tri luu tai thanh ghi bl < 80h. B. Gia tri luu tai thanh ghi bl > 80h.
C. Gia tri Iuu tai thanh ghi bl = 80h. D. Gia tri luu tai thanh ghi bl < 80h.

Ciu 3. Trong qua trinh phan tich md doc TEST.exe bang IDA Pro thu duoc két qua
nhu sau.:

_WinMainCRTStar tup

Churc nang nao sau day dugc nguodi phan tich sir dung?
A. Xref from _CheckWindowsGenuiseStatus@)0.
B. Xref from WinMain@]16.
C. Xrefto _CheckWindowsGenuiseStatus@J0.
D. Xrefto WinMain@]16.
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Ciu 4. Trong OllyDbg, dé thuc hién debug mot tién trinh dang chay can st dung tinh ning
nao sau day?
A. Attach Process. B. Revers Process.
C. Deman Process. D. Open Process.
Cau 5. Mot ma doc bi pack s€ co dac diém nao sau day?
A. Kich thudc cua Virtual Size cia m3 doc 16n hon nhiéu 1an so véi kich thude cua Size
of Raw Data.

B. Kich thuéc cua Virtual Size ciia ma doc bang kich thudc cua Size of Raw Data.
C. Kich thuéc cta Virtual Size ctia m3 doc nho hon nhiéu 1an so véi kich thude cua Size
of Raw Data.
D. Kich thuéc cua Virtual Size cia mid doc gan bang véi kich thude cua Size of
Raw Data.
Céu 6. Tai sao trong mot sb truong hop nén phan tich ma doc trén may vat 1y?
A. Mot s6 ma doc chi thuc thi trén may vat 1y.
B. Gitp qua trinh phan tich don gian hon.
C. C6 thé phan tich cac doan code bi ma hoa.
D. C6 thé theo ddi cac thay d6i trén regestry.
Ciu 7. Thir tw goi cac ham trong qua trinh két néi mang cta server botnet 1a:
A. socket, listen, bind, accept. B. socket, accept, bind, listen.
C. socket, bind, listen, accept. D. listen, accept, bind, socket.

CAu 8. Miii tén mau xanh 14 cdy trong ché d6 graph mode cua IDA Pro biéu
dién

4
bl = =3
loc_&8028D2: 3 TUFPLOAD™
i edi, offset aUpload
oy ecx, OFFFFFFFFh
xOr eax, eax
repne scasb
not ecx
add ecx, OFFFFFFFFh

A. Huéng thyc thi khi diéu kién nhay 13 dung.

B. Lénh nhay khéng diéu kién.

C. Vong lap.

D. Hudng thyc thi khi diéu kién nhay 13 sai.
QQu 9. Trong OllyDbg, dé sira d6i dir liéu trong cira so Registers ngudi phéan tich
can

A. Nhin chudt trai vao gid tri ctia thanh ghi twong tmg, sau d6 nhan phim Del.

B. Nhan dip chudt trai vao gia trj ciia thanh ghi twong tmg.

C. Nhan dup chudt phai vio gia tri ciia thanh ghi tuong ung.

D. Nhin chudt trai vao gid tri cta thanh ghi twong tmg, sau d6 nhan phim Insert.
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Cau 10. 13 phuong phap pho bién dugc sit dung dé xac dinh dinh danh (uniquely
identify) ma ddc

A. Caching. B. Networking.

C. Dumping. D. Hashing.
Cau 11. Khi ngug‘yi dung trong cong ty A sir dung cdc may tinh cua hordé truy cap vao cz"tc
trang W‘eb thi xu,ét l}ién hién tuong cac quang cdo bat 1én lién tuc xuat hién. Sau khi tién
hanh di€u tra, thay rang mdt trong nhiing trang web ma mot nguoi trong cong ty da truy cap
vao da bi nhieém ma doc va lay nhiém ra toan by cac may trong phong. Loai ma doc ma
nguoi do da bi nhiém la ma doc nao sau day?

A. Worm.

B. Adware.

C. Macro virus.

D. Worm mang Adware.
Ciu 12. Nguoi phan tich ma doc can hiéu biét sau vé ngdn ngit assembly vi

A. Ho khong c6 kha ning tiép cAn ma ngudn ctia ma doc

B. M3 doc khi thuc thi dugc dich ra ma may.

C. Mi doc thuong dugce viét bang ngdn ngit assembly

D. Céc may tinh chay hé diéu hanh Windows 12 pho bién nhat
Cau 13. Nang cao nhan thurc nguoi dung 1a viéce

A. Huéng din cho tat ca can bo, nhan vién cach phong tranh su ¢ lién quan dén ma doc

hai, glam thiéu mutrc 46 nghiém trong cua sy cb.
B. Cip quyén cho ngudi dung dya trén nguyén tic dic quyén tdi thiéu.
C. Pao tao vé cac nguy co, cach thirc phan mém doc hai xdm nhép vao hé théng cho
nguoi dung.

D. Huéng dan ngudi dung st dung phan mém Antivirus.
Ciu 14. Tinh chat nao cia Ham bam duoc tng dung trong phan tich ma doc?

A. Tinh nén. B. Tinh khéng va cham.

C. Tinh khang tién anh. D. Tinh khang tién anh thir hai.
Ciu 15. (Nhitng) Bién phap nao sau diy gitp giam thiéu nguy co 1ay nhiém ma doc?

A. V6 hiéu hoa, g& bo nhitng phan mém soan thao vin ban.

B. V6 hiéu hoé co ché tu dong thuc thi cac tép tin nhi phan va cac tép tin scripts.

C. Loai bd nhiing tap tin chia sé.

D.CaA,B,C.
szlu 16. Trong PE Header truong VirtualSize trong thong tin vé mét section cho biét
dicu gi?

A. Kich thudc cta section d6 khi luu trén 6 dia cimg.

B. Kich thudc cua section do6 khi tai 1én b nhé.

C. Kich thudc ciia section d6 khi truyén qua mang.

D. Kich thudc cua section do khi luu trén dia CD.
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Ciu 17. Dung PEView doc thong tin ctia mot tép tin cho ra két qua nhu hinh sau.

= TEST.exe
IMAGE_DOS_HEADER
MS-DOS Stub Program
# IMAGE_NT_HEADERS
IMAGE_SECTION_HEADER UPXD
IMAGE_SECTION _HEADER UPX1
IMAGE_SECTION HEADER UPX2

IMAGE SECTION HEADER .text
SECTION UPXD
SECTION UPX1
#- SECTION UPX2
SECTION .text

pFile | Data | Description | Value
DODOO250 2E 74 B5 78 Name text
DODO0254 74 00 00 00
00000258 0001BODD  Wirtual Size
0000025C 00007000 RVA
000002&0 0001BODD  Size of Raw Data
00000264 00000CO0  Pointer to Raw Data
00000263 Q0000000 Pointer to Relocations
0000026C 00000000 Pointer to Line Numbers
00000270 0000 Mumber of Relocations
00000272 0000 Mumber of Line Numbers
00000274 EQOODO20  Charactenstics

Chon phét biéu ding nhat vé két qua phan tich?

00000020
20000000
40000000
80000000

IMAGE_SCN_CNT_CODE
IMAGE_SCN_MEM_EXECUTE
IMAGE_SCN_MEM_READ
IMAGE_SCN_MEM_WRITE

A. La mot té€p tin thuc thi dugc pack bé“mg UPX nhung khong nén.
B. La mot tép tin thyc thi dugc pack bé“mg UPX ba lan.
C. La mdt tép tin thuc thi duoc pack béng UPX 2.0.

D. La mot té€p tin thuc thi duoc pack béng UPX.

Cau 18. Ky thuat phan tich dong la:
A. K§ thuat phan tich ma doc bang trinh g& rdi.

B. Ky thuat phan tich ma doc thong qua cac hanh vi cia ma doc.

C. K§ thuat phan tich ma doc bang cach thyc thi ma doc va theo ddi hoat dong cta chung.

D. K§ thuat phan tich ma doc bang thuc thi ma doc trong sandbox.
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Cau 19. Phan tich mot ma doc thu dugc doan ma sau day. Tu doan ma ndy cé thé du doan
ma doc thyc hién hanh dong gi?

00401100 push esi

00401101 push edi

00401102 push offset LibFileName ; "hook.dll"
00401107 call LoadlLibraryA

00401100 mov esi, eax

0040110F push offset ProcName ; "MalwareProc"
00401114 push esi ; hModule
00401115 call CetProcAddress

00401118 mov edi, eax

00401110 call GetNotepadThreadId

00401122 push eax ; dwThreadId
00401123 push esi ; hmod

00401124 push edi ; 1pfn

00401125 push  WH CBT ; idHook

00401127 call SetWindowsHookExA

A. Khoi dong tién trinh hook.dll.
B. Ghi mi thuc thi vao ving nhé cua tién trinh Notepad.
C. Ghi ma thuc thi vao thu vién hook.dll.

D. Tiém vao hook.

Cau 20. Phan tich mot ma doc thu dugc doan ma sau day. Tur doan ma nay co thé phong
doén ma doc da thyc hién co ché gi sau day?

00403594 mow eax, large fs:30h
00403594 db 3Eh
00403594 mow eax, [eax+68h]
0040359 sub eax, 70h
00403541 mov [ebp+var_1828], eax
004035A7 cmp [ebp+var_1828], 0
004035AE jnz short loc_4035B5
00403580 call sub_401000

A. Checksum checks. B. Anti-Debugging.

C. Timing checks. D. Anti-VM.

Céau 21. Nhiing phat biéu nao sau day dung vé Backdoor?

A. B va D dung.
B. Tao mot ctra hau cho phép ké tAn cong két ndi téi may tinh nan nhan.
C. Xo0a cac tép tin hé thdng trén may tinh nan nhan.
D. Cho phép ké tdn cong sao chép dir liéu tir may tinh nan nhan.
Cau 22. Wannacry 1a ma doc thudc loai nao sau day?
A. Backdoor. B. Virus. C. Ransomware. D. Botnet.

Trang 5/11 — Ma d¢ thi 461


javascript:viewOriginalQuestion(33879);
javascript:viewOriginalQuestion(31444);
javascript:viewOriginalQuestion(31195);
javascript:viewOriginalQuestion(31168);

Cau 23. M6t nhan vién phat trién phan mém da viét mot chuong trinh c6 kha ning két nbi
v6o1 phong chat va chd nhan Iénh thu thap thong tin ngudi dung cd nhan. Anh ta nhing
chuong trinh ndy vao bd cai ciia phin mém office va chia sé tép nay trén mang chia sé tép
P2P. Chuong trinh nay duogc goi la:

A. Logic Bomb. B. Trojan.

C. Worm. D. Bot.

Cau 24. Macro virus 12 loai ma doc thuong lay nhiém vao tép tin nao sau day?
A. Tép .exe B. Tép .doc
C. Tép .cap D. Tép .bat

CAu 25. Phan tich ma doc thu dugce két qua nhu sau:
40CB08: found const array Rijndael_TeO (used in Rijndael)
40CF08: found const array Rijndael_Teil (used in Rijndael)
400308: found const array Rijndael_Te2 (used in Rijndael)
400708: found const array Rijndael_Te3 (used in Rijndael)
40DB08: found const array Rijndael_TdO (used in Rijndael)
40DF08: found const array Rijndael_Tdi1 (used in Rijndael)
40E308: found const array Rijndael_Td2 (used in Rijndael)
40E708: found const array Rijndael_Td3 (used in Rijndael)
Found 8 known constant arrays in total.
Tir két qua trén c6 thé dy doan gi vé& ma doc?

A. Ma doc c6 st dung ma hoa AES.

B. Ma ddc c6 str dung ma hoa XOR.

C. Ma doc co6 st dung ma hoa RC4.

D. Ma doc c6 st dung ma hdéa RSA.

CAu 26. M3 doc c6 thé sir dung ham InternetOpen dé lam cong viée ndo sau day?
A. Két n6i dén mot trang web.
B. Khéi tao cau tric dir liéu chuan bj cho két néi.
C. M& mot két ndi HTTPS.

D. Mé mot té€p tin trén Internet.
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Cau 27. Phan tich ma doc TEST.exe thu dugc doan ma dich ngugc sau:

00401004 mov [ebp+var_4], 0
0040100B Jmp short loc_401016
0040100D loc_40100D:

0040100D mov eax, [ebpt+var_4]
00401010 add eax, 1
00401013 mov [ebptvar 4], eax
00401016 loc_401016:

00401016 cmp [ebp+var 4], G4h
0040101A jge short loc_40102F
0040101C mov ecx, [ebp+var_4]
0040101F push ecx
00401020 push offset aID ; "i equals %d\n"
00401025 call printf
00401024 add esp, 8
0040102D jmp short loc_40100D

Poan ma trén thé hién ma doc thuc hién cong viéc nao sau day?
A. Ma ddc thyc hién vong 1ap for.
B. Ma doc thuc hién vong 1ap do-white.
C. Ma doc thuc hién Iénh switch case.
D. Ma doc thuc hién vong Iap vo han.
Ciu 28. Céc cong cy phan tich ma doc co tinh nang gd roi 1a cong cu
A. Phan tich tinh nang cao
B. Phan tich dong co ban
C. Phan tich dong nang cao
D. Phan tich tinh co ban

Cau 29. Phan tich ma doc TEST.exe thu dugc doan ma dich nguoc sau:

mov esp, ebp

pop ebp
ret
Phét biéu nao sau day 1a dung?
A. Day 1a két thuc vong lap.
B. Pay la bat dau vong lap.
C. Pay 1a phan bat dau ctia mot ham
D. Pay la phan két thic ciia mot ham.
Caiu 30. Pé trich xuat phan .rsrc ma doc can sir dung (cac) ham nao sau day?
A. FindResource. B. LoadResource. C. SizeofResource. D.CaA, B, C.
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Cau 31. Vi sao ma doc thuong 1ay nhiém vao explorer.exe?

A. Vi explorer.exe rat can thiét dé dam bao cho hé diéu hanh Windows hoat dong
binh thuong.

B. Vi néu khai dugc explorer.exe hacker s€ chiém dugc quyén diéu khién mdy tinh
nan nhan.
C. Vi explorer.exe it khong bi h¢ di€éu hanh kiém tra bao mat.

D. Vi explorer.exe sir dung cong 80 dé truyén nhan dir lidu.

CAu 32. Phan tich tién trinh TEST.exe thu dugc két qua nhu sau.

mage | Pefomance | PedomanceGmph | Theads | image | Pefomence | PefomanceGagh | Theads |
TCRaP | Secuty |  Enviooment Senge TCRAP | Seamty | Environment Snge

Printable strings found in the scan

- |

Re

D 0 D
s O O

]
]

@ image Memory Save | fd |

Tir két qua trén c6 thé két luan gi?
A. Tén tin TEST.exe 1a mot t&p tin lanh tinh.
B. Tién trinh TEST.exe di bi thay thé boi mot doan ma doc.

C.T¢p tin TESTexe 1la mdt ma doc, ) géng két nbdi dén dia
chi practicalmalwareanalysis.log.

D. Tép tin TEST.exe 1a m{t ma doc dang keylog.
Ciu 33. M3 doc thuong sir dung cong nao dé két ndi toi may chit C&C?

A. Cong 23. B. Cong 43.
C. Cdng 80. D. Cong 21.
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Ciu 34. St dung IDAPro dé phan tich ma doc TEST.exe thu dugc két qua nhu sau.

vold

cdecl sub_481138(char al, LPCSTR lpExistingFileHame)

{
HKEY phkResult; // [esp+hh] [ebp-4h]

H

syitch { a1 )

H

case 'a':

CreateDirectoryA{PathHame, 0); £ "C:\A\Temp™
break;

case 'b':

CopyFileA(lpExistingFileName, (LPCSTR)Data, 1);// "C:\\Temp\\cc.exe"
break ;

case 'c':

DeleteFileA((LPCSTR)Data);
break ;

case 'd’':

RegOpenKeyExA (HKEY_LOCAL_MACHINE, SubKey, 8, BxFB03Fu, &phkResult);// "Software\\Microsoft\\Windows\\CurrentVersion\\Run™
if ( RegSetValueExA{phkResult, ValueName, 0, 1u, Data, OxFu) )// "Malware', "C:\\Temp\\cc.exe"

printf{aError3iCouldHo); £/ “Error 3.1: Could not set Registry value™
break;

case ‘e’:

Sleep(108000u);
break ;

default:

printf{aError32NotAlal);
break;

Ham sub 401130 cia ma ddc TEST.exe thuc hién nhitng hanh dong gi sau day?

A. Mot trong cac hanh dong: Tao thu muc C:\Temp, Tao file C:\Temp\cc.exe, Xda cac tép

tin dir li€u trén may, M& subkey tai Software\Microsoft\Windows\CurrentVersion\Run,
thém mot value maoi 1a “Malware” va dat gia tri cho key do 1a “C:\Temp\cc.exe”, Sleep
10 giay, Bao 156i Error 3.2

. Mot trong cac hanh dong: Tao thu muc C:\Temp, Tao file C:\Temp\cc.exe, Xo6a file

C:\Temp\cc.exe, M¢& subkey tai Software\Microsoft\Windows\CurrentVersion\Run,
thém mot value méi 1a “Malware” va dat gia tri cho key do 1a “C:\Temp\cc.exe”, Sleep
10 gidy, Bao 15i Error 3.2.

. M@t trong cac hanh dong: Tao thu myc C:\Temp, Tao file C:\Temp\cc.exe, Xda cac tép

tin dir liéu trén may, Mo subkey tai Software\Microsoft\Windows\CurrentVersion\Run,
thém mot value méi 1a “Malware” va dat gia tri cho key do 1a “C:\Temp\cc.exe”, Sleep
100 giay, B4o 16i Error 3.2.

. Mot trong cac hanh dong: Tao thu muc C:\Temp, Tao file C:\Temp\cc.exe, Xoa file

C:\Temp\cc.exe, M& subkey tai Software\Microsoft\Windows\CurrentVersion\Run,
thém mot value maoi 1a “Malware” va dat gia tri cho key do 1a “C:\Temp\cc.exe”, Sleep
100 giay, B4o 16i Error 3.2.

Cau 35. St dung céc naitive api giap ma doc

A. Tuong tac véi thiét bi ngoai vi.
B. Tit tién trinh AV,

C. An tién trinh m3 doc.

D. Vuot qua cac co ché kiém tra an toan ctia hé thong.

Ciu 36. Dé phong chéng ma doc can thue hién bién phap nao sau day?

A. Cung cip quyén quan tri cho ngudi dung.

B. Han ché hodc cam viéc st dung phan mém khong can thiét

C. Cam sir sung cac thiét bi di dong.
D.CaA, B, C.
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Cau 37. Cong cu nao sau dady KHONG c6 kha ning xem cac chudi ky tu trong ma doc?
A. IDA pro B. Process monitor
C. Process explorer D. Bintext

Ciu 38. Tai sao céc trinh dich ngugc thuong dich ngugce ma doc vé dang hop ngir?
A. Vi hop ngir 1 ngén ngir gan v4i ngdn ngit ma may tinh co thé hiéu dugc dé thuc thi.
B. Vi hop ngir 1a ngdn ngir lap trinh phd bién nhét.

C. Vi két qua cua qua trinh dich nguoc 1a chinh x4c nhat ma con nguodi van cé thé
doc duoc.

D. Vi mi doc thudng dugce viét bang hop ngit.

Ciu 39. Mot mi doc bi pack co dic diém nao sau day?
A. Chira rét it string.
B. C6 kich thudrc rat nho.
C. C6 kich thudc rat 16n.

D. Chta rat nhiéu string.

Cau 40. Worms la loai ma doc
A. c06 kha nang ty nhan ban, can vat chu dé lay nhiém.
B. khong c6 kha ning tu nhan ban, khong can vat chu dé lay nhiém.
C. khong c6 kha ning tu nhan ban, can vat chii dé 1ay nhiém.

D. c6 kha niing ty nhan ban, khong can vat chu dé 1ay nhiém.

Ciu 41. Cong cu nao sau day cho phép theo ddi hanh vi cua cac tién trinh dang chay trong
thoi gian thuc?
A. Process explorer. B. OllyDbg.

C. Process monitor. D. Regshot.

Cau 42. Vi sao ma doc dang ky registry key tai
muc HKLM\SOFTWARE\MicrosoftWindowsNT\CurrentVersion\Winlogon\Notify?

A. Vi Winlogon service dugc goi khi Windows khoi dong.

B. Vi Winlogon service khong thé khoi chay trong ché do Safe mode cia Windows.

C. Vi mi doc dé thuc hién lay nhiém vao Winlogon service.

D. Vi Winlogon Notify khong bi kiém tra an toan.
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Ciu 43. Cira s6 Memory map trén OllyDbg

X Memory map 2 =10 x|
Address |Size Ouner | Section |Contains | T ype I Access =
28818068  ABRA1 080 ' Priv | RW | |
ABA2A00A  ABAA1A6A Priv |RW
A912CH08 | ABRA1 060 Priv RW Gua
8812DBAB BARBA3 00 stack of main thread Priv RW Gua
881386068 A80A3 6068 Map R
8140000 ABRA4600 Priv |RW
AB240000 AB0A:AOA Priv RW
BB2580000 ABBA3IAAA Hap RW
88260000 BBO16008 Hap R
ARZ2800AA ABA3DAAA Map R
AAZ2CARAR ARA41PA8A Hap . R
AA31800A AABAGLAAA Hap (R
88320000 BOOB4000 Priv RW
BA33I00RR ARBA3AAA Hap R
88480008 ABPA10PA nc PE header Imag R
3401908 ABAAAAAA nc .text code Imag R
AB40EAAA PRBA3AGA nc .rdata imports Imag R
AR4PERRD BRBR2A0A nc .data data Imag R
71AABG00 | APAA1008 WS2HELP PE header Imag | R
71AR1000 ARAA4008 | WSZHELP | .text code, imports . exports|Imag R

A. Hién thi moi memory block cip phat cho chuong trinh dugc debug.

B. Hién thi cac bién toan cuc va cuc bo ctia chuong trinh dugc debug.

C. Hién thi céc bién cuc bd cua chuong trinh dugc debug

D. Gitip ta quan sat gia tri cac thanh ghi va cd ¢ thoi diém hién tai.

Cau 44. Ung dung nao sau day thuyc hién bao v¢ hé théng trudc ma ddc trong thoi

gian thyuc?

A. Pop-up blocker, Virus total

B. Anti-spyware, Virus total

C. Pop-up blocker, Anti-spyware
D. Pop-up blocker, Anti-spyware, Virus total

Céiu 45. TimeDateStamp trong PE Header chi ra diéu gi?

A. Thoi gian tép tin duogc viét.

C. Tong thoi gian tép tin da thyc thi.

Hét

B. Thoi gian tép tin bit dau khoi chay.

D. Thoi gian tép tin dugc bién dich.
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