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PHAN I. TONG HQP CAC PHAN NOI DUNG MON HQC

Mbn hoc: Kiém thir & Panh gia ATHTTT
Khoa: An toan thong tin
Cac chuong trinh dao tao c6 sit dung moén hec:

C4c phan ndi dung mdn hoc trong cac chwong trinh dao tao:

P1: BH Chinh quy An toan théng tin
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Phan nai dung

Téng quan vé kiém thir & danh gia ATHTTT

Thu thap thong tin va xac dinh 15 hong

Kiém thir hé théng

Kiém thir may cha va tng dung Web

Kiém thir mang khong day

OO~ W IN|PF

Lap béo céo
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PHAN II. TRICH LUQC PE CUONG CHI TIET MON HQC

1. Théng tin chung

Tén hoc phan Kiém thir va danh gia an toan hé thong thdng tin

Tén tiéng Anh Penetration Testing and Information Security Assessment
S6 tin chi 3

Hoc phan hoc trudc Mang may tinh, co s& an toan thong tin

2. Muc tiéu hoc phan

2.1.Muc tiéu chung

Hoc phan nay cung cap kién thirc co ban vé kiém thir va dénh gia an toan thong tin, cac
phuong phap va quy trinh khi thyc hién kiém thir. Bong thoi hoc phan nay ciing cung cap cho sinh
vién cac ki niang dé sinh vién co thé thuc hién cac kiém thir cho mot hé théng mang, hé théng tng
dung web phuc vu dinh huéng nghé nghiép cho sinh vién sau nay.

2.2.Muc tiéu cu thé

Muc M6 ta
tiéu

M1 | Nim duoc khéi niém, kién thirc can ban vé kiém thir, danh gia va kiém dinh an toan hé
thong thong tin. Phén biét mot cach rd rang cac thuat ngir cting nhu nhiém vu caa tirng
phuong phép.

M2 | Hiéu duoc phuong phap luan va cac ki thuat trong kiém thir, danh gia an toan hé thong
théng tin

M3 | Biét dugc cach thirc thu thap thong tin, do quét va xac dinh 15 hong khi thyuc hién kiém
thir

M4 | Nam duoc cac cdng viéc can thuc hién khi kiém thir an toan cho hé théng

M5 | Nam duoc cac cdng viéc can thuc hién khi kiém thir an toan cho may chu va eng dung
web

M6 | Nam dugc cac cong viéc can thuc hién khi kiém thir an toan cho mang khdng day

M7 | C6 k¥ ning thyc hién kiém thir cho mot hé thdng hodc website

M8 | Hiéu vé cach thirc 1ap béo céo kiém thi

M9 | C6 k¥ ning nghién ctu tai lidu, doc dich cac tai liéu bang ngén ngir tiéng Anh

M10 | C6 kha nang lam viéc doc lap hoac lam viéc nhom

3. M ta hoc phin

Hoc phan bao gdm 6 chuong. Chuong 1 gidi thidu cac khai niém co ban vé kiém thir, danh
gia, kiém dinh an toan thdng tin va gidi thiéu vé cac phuong phap luan, k§ thuat ciing nhu mot s6
lru v khi kiém ther va danh gia an toan hé thong thong tin. Chuwong 2 gidi thiéu vé ky thuat thu
thap thong tin va xac dinh 16 hong khi thuc hién kiém ther. Chuong 3 gidi thiéu ki thuat va céc
nhiém vu can thyc hién khi thuc hién kiém thir hé théng. Chuong 4 gidi thiéu quy trinh va céc vén
dé can luu y khi kiém thir may chu web, tng dung web. Chuong 5 gidi thiéu cac nhiém vu can



thue hién khi kiém thir mang khong day. Chuong 6 gigi thiéu vé cach thuc tong hop va lap bao
céo kiém thur.

4. Noi dung hoc phin
Chuwong 1. Tong quan vé kiém thir va danh gia an toan hé théng thong tin (6 LT)
1.1. Cac khai niém co ban
1.1.1. Méi de doa an toan thong tin
1.1.2. L& hong an toan thong tin
1.1.3. Biém yéu an toan théng tin
1.1.4. Kiém thir an toan théng tin
1.1.5. DBanh gia an toan thong tin
1.1.6. Kiém dinh an toan thong tin
1.2. Phirong phdp ludn kiém thir va danh gid an toan hé thong thong tin
1.2.1. NIST 800-115
1.2.2. ISSAF
1.2.3. OSSTMM
1.3. Kj thudt kiém thiz va déanh gid an toan hé théng thong tin
1.3.1. Hop den
1.3.2. Hop trang
1.3.3. Hop x&m
1.4. M4t s6 lueu y khi thuc hién kiém thir va danh gia an toan hé thong thdng tin
1.4.1. Giai doan lap ké hoach
1.4.2. Giai doan thuc hién kiém thir va danh gia
1.4.3. Giai doan sau kiém thir va danh gia
1.5. Mgt sé cdng cu hd tro trong kiém thi an toan hé thong thong tin
1.5.1. Kali Linux
1.5.2. Metasploit
1.5.3. BurpSuite
Tong két chicong 1
Chuwong 2. Thu thap théng tin va xac dinh 16 hong (6 LT + 9 TH)
2.1. Thu thgp thong tin
2.1.1. Thu thap thdng tin trén cac website
2.1.2. Thu thap théng tin dua trén vi tri
2.1.3. Thu thap théng tin dua trén viéc lam
2.1.4. Thu thap thong tin thdng qua email
2.1.5. Thu thap théng tin s dung céng cu
2.2. Khdm pha mang
2.3. Xdc dinh cong va dich vu
2.3.1. Quét day du
2.3.2. Quét mot nira
2.3.3. Quét XMAS



2.3.4. Quét FIN
2.3.5. Quét NULL
2.3.6. Quét IDLE
2.4, Xdc dinh hé diéu hanh
2.4.1. Xac dinh hé diéu hanh theo kiéu chu dong
2.4.2. Xac dinh hé diéu hanh theo kiéu bi dong
2.5. DO quét 16 hong bao mat
2.5.1. Gidi han cua viéc quét 16 hong
2.5.2. Quy trinh quét 16 hong
2.5.3. Cac phuong phap quét 15 hdng
2.6. Mét s6 phurong phdp thu thip thong tin nang cao
2.6.1. Tranh hé thong phat hién xam nhap
2.6.2. Vuot twong lra
Tong két chirong 2
Chuwong 3. Kiém thir hé théng (6 LT + 6 TH)
3.1. Kiém thir mdt khau
3.2. Kiém thit kha nang khai théc 16 hong
3.3. Kiém thit leo thang ddc quyen
3.4. Kiém thi duy tri truy cdp
3.5. Kiém thit chinh sach hé théng
Tong két chirong 3
Chuwong 4. Kiém thir may chii va ing dung Web (6 LT + 9 TH)
4.1. Gidi thigu quy trinh kiém thiz OWASP
4.2. Mét s6 16 hong dién hinh trong ing dung Web
4.3. Kiém thi quan ly cdu hinh
4.4. Kiém thir qudn Iy dinh danh
4.5. Kiém thir xac thyc
4.6. Kiém thiz phan quyén
4.7. Kiém thi quan 1y phién
4.8. Kiém thi gia tri nhdp
4.9. Kiém thar vdn d@é xie 1y 16
4.10. Kiém ther diém yéu khi siz dung mat ma
4.11. Kiém thiz Logic
4.12. Kiém thiz phia Client
Tong két chwong 4
Chuwong 5. Kiém thir mang khong day (3 LT + 3 TH)
5.1. Chan bat goi tin khéng day
5.2. Phdn tich diém truy cap khong day
5.3. Kiém thur x&c thuec mang khdng day
5.4. Kiém thit chize nang WPS



Tong két chwong 5

Chwong 6. Lap bao cao (3LT)

6.1. Tong hep thong tin

6.2. Panh ddu cac thdng tin quan trong
6.3. Thém tai liu hé tro

6.4. Pam bao chat lirong béo céo

Tong két chirong 6



PHAN III. PHAN RA CHUAN PAU RA HQC PHAN

1. Céc chuén diu ra dwoc danh gia

ATHTTT

TT | Ky hiéu Chuén diu ra P1
1 | CLO1 | Trinh bay duoc c4c khai niém, phuong phap, quy trinh thuc hién kiém | ™
thir & danh gia ATHTTT.
2 | CLO2 | Trinh bay duoc cic phwong phap luan, cac ky thuat thyc hién kiém th | M
& déanh gid ATHTTT.
3 | CLO3 | Van dung dugc cac cdng cu trong viéc thuc hién kiém thir & danh gia | M




PHAN IV. MA TRAN PE THI

Téng s6 cau hoi: 60 cau.

6.5. Churong trinh DH Chinh quy An toan thdng tin (P1)

Tai liéu duoc phép st dung: Khong

Thoi gian lam bai: 60 phut.

Céu trac dé thi:
T Ky Nhom céu héi SL |Piém |NB | TH | VD | VDC
hi¢u
1 1 | TONG QUAN 6 6
2 1.1 | Khdi niém co ban 2 2
3 | 1.2 | Phuong phap luan kiém the 2 2
4 | 1.3 | Quy trinh kiém thir 2 2
5 2 THU TH4P THONG TIN & | 5 9 | 2 | 4
XAC PINH LO HONG
6 2.1 | Ky thuat thu thap thong tin & xac | 4 4
dinh 16 hong
7 2.2 | Van dung cong cu thu thap thong | 11 5 2 4
tin & xac dinh 16 hong
8 | 2.2.1 | Thu thap thong tin & xac dinh 16 | 7 112 | 4
hong st dung nmap
9 | 222 Tbu thap thong tin & xac dinh 16 | 1 1
hong st dung Google
10 | 2.2.3 | Thu thap thong tin & xac dinh 16| 1 1
hong stir dung Shodan
11 | 2.2.4 | Thu thap thong tin & xac dinh 16| 2 2
hong str dung céc cong cu khac
12 3 | KIEM THU HE THONG 15 712 |6
13 | 3.1 | Ky thuat kiém thir he thong 3 3
14 | 3.1.1 | Bé khoa mat khau 3 3
15 | 3.2 | Van dung cong cu kiém thir h¢ | 12 4 | 2| 6
thong
16 | 3.2.1 | Van dung codng cu bé khda mat | 3 1 2
khau
17 | 3.2.2 | Van dung cong cu kiém thu truy | 6 2 4
cap & leo thang dac quyeén
18 | 3.2.3 |Van dung cong cu kiém thir cac | 3 1] 2
tac vu khac
19| 4 |KIEMTHU MAY CHU & UNG | 15 74| 4
DUNG WEB
20 | 4.1 | Ky thuatkiém tha may cha & tng | 8 4 | 4
dung Web




TT| Ky Nhom céu héi SL | Piém |NB | TH | VD | VDC
hiéu

21 | 4.1.1 | Ky thuat thu thap théng tin may 1
chu & tng dung Web

22 | 4.1.2 | Ky thuat kiém the 16 hdong may
chu & tng dung Web

23 | 4.1.2.1 | Ky thuat kiém thir 16 hong XSS 1

24 | 4.1.2.2 | Ky thuat kiém tht 16 hong SQL 111
injection

25 | 4.1.2.3 | Ky thuat kiém thir 1 s6 16 hong 1] 3
ung dung web khac

26 | 4.2 | Van dung cong cu kiém thir may | 7 3 4
chu & tng dung Web

27 | 4.2.1 | Kiém thir may chi & ung dung 1
Web su dung Burp Suite

28 | 4.2.2 | Kiém thir may chi & ung dung 2 4
Web si dung cac cong cu khac

29| 5 |KIEM THU MANG KHONG| 9 512 |2
DAY

30 | 5.1 |Kjy thuat kiém thir mang khong | 3 3
day

31| 5.1.1 | Téng quan 1

32 | 5.1.2 | Co ché hoat déng 1

33 | 5.1.3 | Tdn cong trong mgng khong day 1

34 | 5.2 | Vandungcong cu kiém thirmang | 6 2 | 2| 2
khong day

35 | 5.2.1 | Kiém thiz mang khéng day si dung 1122
aircrack-ng

36 | 5.2.2 | Kiém thiz mang khong day si dung 1
cbng cu khac

37 Téng 60 34 | 10 | 16




