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PHAN I. TONG HQP CAC PHAN NOI DUNG MON HQC

M@dn hec: Quan tri an toan hé théng

Khoa: An toan thong tin

Thoi gian thi: 120 phat

Cac chuwong trinh dao tao cO sir dung moén hoc:

P1: BH Chinh quy an toan thong tin

Cé&c phan ndi dung mdn hoc trong cac chwong trinh dao tao:

TT Phan ndi dung P1
1 | Téng quan vé quan tri an toan hé thong |
2 | Kiém soét an toan hé thong |
3 | Nang cao kha nang an toan hé thong |
4 | Antoan vit ly |
5 | Quan ly va van hanh an toan |




PHAN II. TRICH LUQC PE CUONG CHI TIET MON HQC

I. Thong tin chung

Tén hoc phan Quan tri an toan hé théng
Tén tiéng Anh System Security Administration
S6 tin chi 3

Hoc phan hoc truéc ~ An todn mang may tinh
Il.  Muc tiéu hoc phin
1.1. Muc tiéu chung
Hoc phan nay cung cap cac giai phap quan tri an toan cho hé thdng néi chung,
va hé diéu hanh noi riéng. Trang bi cho nguoi hoc co so ly thuyét va ki nang quan
tri nhiing thanh phan chinh tham gia vao hé thong.
1.2.Muc tiéu cu thé

Muc Mo ta
tiéu

M1 | Nim duoc cac nguyén Iy an toan hé théng

M2 Nam duoc cac phuong phap xéac thuc truy cap

M3 | Nim duoc nguyén tic kiém soat truy cap

M4 Hiéu va tng dung dugc céng nghé dam bao tinh san sang

M5 | Hiéu rd va ting dung duoc cong nghé 4o hoa

M6 | Nam duoc quy tic an toan vat ly

M7 | Nam duoc quy trinh van hanh an toan hé thong

M8 Nam duoc phuong phap xt Iy sy ¢b an toan théng tin

I1l. Mo ta hoc phan

Hoc phan Quan tri an toan hé thong cung cap kién thirc vé cau hinh va quan
tri cac thanh phan tham gia vao hé thong dam bao an toan. Noi dung cua hoc phan
dugc chia vao nam chuong. Chuong mot cung cip co so ly thuyét vé quan tri an
toan trong hé théng. Chuong hai cung cp giai phap dam bao an toan bing kiém soét
truy cap. Chuong ba cung cap cac giai phap va cong nghé giup nang cao kha ning
an toan cua hé thong. Chuong bén cung cap vé ndi dung giai phap an toan vé co s
ha tang, thanh phan vat ly trong hé théng. Chuong nim trinh bay vé quy trinh van
hanh, thi tuc, kiém thir phat hién 16 hong bao mat ton tai trong hé thong.



IV. Noi dung hoc phin

Chuwong 1. Tong quan vé quan tri an toan hé thong (3 LT)
1.1. Khai niém vé an toan hé thong

1.2. Céc nguy@n nhan gay mat an toan hé théng

1.3. Khai niém vé quan tri an toan thdng tin

1.4. Cac nhiém vu trong quan tri an toan hé thong

1.5. Céc yéu cau co ban trong viéc thiét 1ap an toan hé thdng
Chuwong 2. Kiém soat an toan hé théng (9 LT + 9 TH)
2.1. Dich vu quan tri thu muc tap trung

2.2. Xac thyc an toan

2.3. Phan quyén truy cap tai nguyén

2.4. Kiém toan va giam sét hé thong

Chuong 3. Nang cao kha niing an toan hé théng (9 LT + 12 TH)
3.1. Chinh sach nhém

3.2. Nang cao kha ning sin sang

3.3. An toan truy cap tir xa

3.4. Hé thdng a0 hoa

3.5. Ung dung mat ma

Chwong 4. An toan vat ly (3LT)

4.1. Tam quan trong caa an toan vat Iy

4.2. Biéu khién truy cap vat ly

4.3. Méi trurong van hang

Chwong 5. Quan ly va van hanh an toan (6L T + 9TH)
5.1. Chinh sach va tha tuc

5.2. Cap nhat ban va

5.3. Kiém thu

5.4. Quan ly sy ¢6



PHAN III. PHAN RA CHUAN PAU RA HQC PHAN

V. Céc chuin dau ra dwoc danh gia

TT | Ky hiéu Chuén diu ra P1
1 | CLO1 |Hiéu rd vatrien khai giai phap kiém soatantoanchohé¢ | o
thong
2 | CLO2 | Hieu rd vatrien khai giai phép nang cao kha ning an M
toan cho hé thong
3 | CLO3 |C6 khanang quan Iy va van hanh an toan hé thng M
VI. Cac nhém cau héi
TT Ky Nhom céu héi CLO
higu
1 1 | KIEM SOAT AN TOAN HE THONG
2 1.1 | Dich vu quan tri tap trung hé thong CLO1
3 1.2 | Thiét lap mat khau an toan CLO2
4 1.3 | Phan quyén truy cap t6i tai nguyén CLO1
5 1.4 | Kiém toan va giam sat hé thong CLO3
6 2 | NANG CAO KHA NANG AN TOAN HE THONG
7 2.1 | Nang cao kha ning sin sang cho hé théng CLO2
8 2.2 | Ung dung mat ma dam bao an toan hé thong CLO2
9 3 | QUAN LY VA VAN HANH AN TOAN
10 3.1 | Cap nhat ban va CLO3
11 3.2 | Kiém thtr an toan cho hé thong CLO3
Tong







