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Cau 1. Mot giao thirc cho phép mail client giri thu t&i mail server, hoat dong trén cong
TCP mic dinh 12 465. Hiy cho biét tén viét tit cua giao thirc.

CAu 2. Cho biét cau tric cua IP Header nhu sau:

IHL ToS

Identification Fragment Offset

Time To Live Header Checksum

Options Padding

1
Gia str két ndi IPsec dugc thiét 1ap & ché do Transport Mode, st dung giao thirc ESP.
Xét goi tin [Psec chtra dir liéu trao doi gitia trinh duyét va web server. Hay cho biét gia
tri cua truong Protocol trong New IP Header.

Céu 3. Cho so do giao thirc Kerberos nhu sau

v AS oS

*T7

+
[ PR ¢ — Service

Client Server

1. C—AS: ID¢, ID1Gs
2. AS—C: {{IDc, IDtgs, T1, L1, Kc 16stKas_tGs, Ke tas, T1, L1}Kc

3. CoTGS: {IDc, ID1gs, Ty, Ly, K tasiKas t6s: 1D TaiKc 1as, Dss
4. TGS—C: {{IDc, IDss, T3, L2, K¢ ss}Kras ss, Kc ss, T3} Kc 16s

5. C—SS: {ID, IDgg, T3, L2, K¢ ss}Kras ss» { IDC, T4HKc ss
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6. SS—C: {T4+1}Kc_ss

Hay cho biét dau Ia Service Ticket.
A. ID¢, IDgg, T3, Ly, K¢ ss

B. {ID¢, IDgg, T3, Ly, K¢ ss}Krgs ss
C. {IDc, ID1gs, Ty, L1, K¢ tGs}Kas 1Gs
D. IDc, ID1gs, T1, L1, K¢ 1Gs
Cau 4. Chon phat biéu dang vé CipherSuite trong giao thirc SSL/TLS.
A. CipherSuite xac dinh thuat toan mat ma, khéa mat ma va thuat toan nén.
B. CipherSuite xac dinh c4c thuat todn ma hoa
C. CipherSuite xac dinh thuat todn mat ma va khoa mat ma
D. CipherSuite xac dinh thuat toan mat ma va thuat toan nén dit li¢u

Cau 5. Hay chon phat biéu DPUNG NHAT vé dai luong “nonce” duogc st dung trong
cac giao thuc xéc thyc.

A. Nonce la dai lugng dé dam bao chéng tan cong tur chdi dich vu.
B. Nonce ludn 1a mot s6 ngau nhién c6 do dai 128 bit.
C. Nonce 1a dai lugng dé ddam bao tinh tuoi ctia thong diép
D. Nonce chi duoc sinh bdi bén yéu cau xac thyc (Claimant)
CAu 6. Vao nam 2003, khi chuan IEEE 802.11i con chua dqu chinh thirc ban he‘mh:
Wi-Fi Alliance da due} ra mot giao thirc an ‘Eoéln dua trén mot phan cua IEEE 802.111 dé
ap dung trong céc thiét bi Wi—l,:i. ",Fén viét tat cua giao thuc an toan do la:
(Ghi chu: Sinh vién ghi tén viét tat cua giao thuc, vi du: EAP, TLS, TLS 1.2, ...)
Céu 7. Pau 13 tén cia mot giao thire thiét 1ap khoa?
A. Diffie-Helman (DH)
B. Message Authentication Code (MAC)
C. Authenticated Encryption with Associated Data (AEAD)
D. Cipher Block Chaining (CBC)
C:Zlu 8. Trong cac giao thirc an toan mang, dau 1 phat biéu dang vé mat mi khoa
doi xung?
A. Mat mi khoa d6i xtg st dung hai khoa khac nhau cho mé hoa/giai ma.
B. Mat mi khoa d6i xtng c6 kha niang dam bao tinh chdng chdi bo
C. Mat mi khoa ddi xung dugc st dung dé tao chung thu sb
D. Mat mi khoa ddi xtng c6 téc d6 ma hoa/giai ma nhanh
Céu 9. Giao thirc WEP duogc dinh nghia trong chuin nio sau day?
A. 802.11 B. 802.15 C. 802.1x D. 802.111
Céu 10. Trong so d6 xac thuc sau:
Alice — Bob: "Alice"
Bob — Alice: {Ng}Kp
Alice — Bob: N
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Bob: kiém tra tinh hop 18 cia N

Tham s& Kp 1a tham sd nao?
A. Khoa bi mat cua Bob

B. Khoa bi mat chia sé trudc gitra Alice va Bob
C. Khoa cong khai cua Alice
D. Khéa cong khai ciia Bob
Cau 11. Pau a mot diém khac biét gitta WEP va TKIP?
A. WEP khong hd trg giao thitc xac thuc EAP, con TKIP ¢6 ho trg EAP.
B. WEP st dung ham kiém tra CRC32, con TKIP str dung ham bam MDS5.
C. WEP str dung hé¢ mat DES, con TKIP su dung hé mat AES.
D. WEP khong thyc hién dan xuét khoa, con TKIP thuc hién dan xuét khoa cho tung
g01 tin.

Cau 12. Cho m6 hinh mang duéi day

Hl H2
10.0.1.2/24 10.0.2.2/24
ETT _ . ERT
Gl G2
moo IPsec (AH Tunnel) m o[y
10.0.1.1/24 172.16.0.1/24 172.16.0.2/24 10.0.2.1/24

Giira hai gateway G1 va G2, nguoi ta thiét 1ap giao thirc IPsec sir dung giao thirc AH &
ché d6 tunnel. Hai gateway nay két ndi hai mang LAN 10.0.1.0/24 va 10.0.2.0/24 véi
nhau. Xét mot goi tin UDP duge guri tir H1 dén H2. Truong Next Header trong AH
Header ctia g6i tin IP tai G1 ¢6 gia tri bang bao nhiéu?
Cau 13. Trong goéi tin ServerHello ctia giao thirc SSL Handshake, gia tri ngau nhién
(Random) ma Server gtri cho Client gdbm bao nhiéu byte?

A. 32 B. 30 C.28 D.4
Céu 14. Tai sao mi xé4c thuc thong bao (MAC) c6 thé xac thuc dugce ngudn gde cua
dir ligu?

A. Vi MAC c6 kha ning chéng tan cong phat lai (replay attack)

B. Vi trong MAC c6 chira mot gid tri bi mat dugce chia sé trudc gitta nguoi guri va
nguoi nhan.

C. Vi trong MAC c6 str dung ham bam.
D. Vi trong MAC c6 chtra dinh danh ctia cd nguoi gri va nguoi nhan.
Cau 15. Xét md hinh két noi sau:

—_

Web dient Web Server
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Biét rang trinh duyét trén Web Client truy cap tdi Web Server qua giao thirc HTTPS.
Hay chon phat biéu PUNG NHAT.
A. Trinh duyét trén Web Client phai duoc lap trinh dé ho trg SSL/TLS
B. SSL/TLS la trong sudt d6i voi ting tmg dung (Application) trong chong giao thirc
TCP/IP nén trinh duyét va phan mém may chi web khong can phai biét vé su ton
tai cua SSL/TLS.
C. Phin mém may chu web trén Web Server phai dugc 1ap trinh dé hd tro SSL/TLS.

D. Ca trinh duyét trén Web Client va phan mém may chii web trén Web Server phai
duoc 1ap trinh dé hd trg SSL/TLS.

Cau 16. Thu tu thyc hién cac giao thirc con trong SSH 1a:
A. SSH-TRANS, SSH-AUTH, SSH-CONN
B. SSH-AUTH, SSH-TRANS, SSH-CONN
C. SSH-CONN, SSH-TRANS, SSH-AUTH
D. SSH-TRANS, SSH-CONN, SSH-AUTH
Cau 17. Chuc nang AAA trong RADIUS c6 nghia la gi?
A. Authentication, Accounting, Auditing
B. Authentication, Authorization, Availability
C. Authentication, Authorization, Accounting
D. Authentication, Authority, Auditing

Céu 18. Céu 1. Hinh dué6i day 1a vi du vé loai co so dit liéu nao duoc sir dung
trong [Psec?

From To Protocol Port Policy
1.1.1.1 2222 [TCP 1000 ESP with 3DES
1.1.1.1 2222 * * ESP with DES

Ghi chi: Sinh vién chi dién tir tiéng Anh, vi du: “XY database” hoac “XYDB”,
hoac “XYD”.

Céu 19. Hay cho biét s6 hiéu cong TCP mic dinh cta giao thitc TELNET (chi ghi
phan sb).

Céu 20. Cho so dd giao thirc xac thyc bang mat khau sau day.
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P, Alice’s password
840 Alice’s salt
Pass: Password sent by claimant

Bob
Alice {\j'uri fier) *assword file
(-:lu:ununt} [User I_[)l Salt [Passwnrd
a - Alice |
== . » Alice | S, | h(P.|S)) '
| hiPs|S4)
Alice, Pass —» o X
ik ¥ : h(Pass|S,) i
] 155 > I » h[‘."} p— San?‘fhh (im:l'll
Concatenate :
Mo
¥
Deny

Hay cho,biét v nghiq ctia viée str dung “Salt” trong so dd trén.
A. Chong lai cac tan cong stir dung bang gia tri bam
B. Pong vai tro nhu 13 mot khoa mat ma dé sir dung khi bam (hash) mat khau
cua Alice.
C. bé lam tang tinh ngiu nhién cho mat khiu cta ngudi dung, boi ngudi ding co xu
hudng chon mat khau dé nho.
D. Chéng lai tin cong tir dién khi thong tin vé Alice trong “Password file” bj 16.
Cau 21. Xét mo6 hinh mang sau day

Host H1
Web Se
10.0.0.11/24 E E DT
42.112.11.3

=

I —— /a—.c"‘/_“ T3
I el
Host H2 - Bememams - nermnel f.' SSH Server
10.0.0.12/24 R —— N 42,112.11.2

= Firewall

WORK NET INTERNET

Gia su Firewall ch1 cho phép két nbi ra Internet qua cong 22. Nguoi dung trong
WORK NET muén két nbi téi Web Server. Hay chon phat biéu ding.

A. T may H1 co thé thiét 1ap két ndi t6i SSH Server, st dung Local Port
Forwarding dé chuyén tiép két ndi t6i localhost:1234 sang 42.112.11.3:80. Khi
d6, moi ngudi dung tai WORK NET c6 thé truy cap t6i Web Server bang cach
nhap vao trinh duyét dia chi http://10.0.0.11:1234.

B. Tir mdi may tai WORK NET thiét 1ap két ndi t6i SSH Server, sir dung Local Port
Forwarding dé chuyén tiép két ndi t6i localhost: 1234 sang 42.112.11.3:80; sau d6
c6 thé két ndi t6i Web Server bﬁng caich nhdp vao trinh duyét dia
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chi http://localhost:1234.

C. Te may HI1 9() thé qthiég lap, ké‘g nbi toi SSH Server, st dung Remote Port
Forwarding dé chuyén ti€p két ndi to1 localhost:1234 sang 42.112.11.3:80. Khi
d6, moi nguoi dung tai WORK NET c6 thé truy cadp té1 Web Server bang cach
nhdp vao trinh duy¢t dia chi http://10.0.0.11:1234.

D. Tir mdi may tai WQRK NET ,thié't, lép, két ndi t6i SSH Server, su dung Remote
Port Forwarding dé chuyén ti€p két ndi téi localhost:1234 sang 42.112.11.3:80;
sau d6 co6 thé két ndi td1 Web Server bang cédch nhdp vao trinh duyét dia
chi http://localhost:1234.

Ciu 22. Pau KHONG phai kha ning ma giao thic SSH dem lai?
A. M3 hoa dit lidu tang Network B. Mi hoéa dir liéu tang ung dung
C. Xac thyc dir liéu D. Nén dur liéu

Céu 23. Chon phat biéu ding vé giao thirc EAP

A. EAP la giao thic x4c thyc sir dung nonce va timestamp

B. EAP khong thé trién khai xac thuc 2 chiéu.

C. EAP la giao thirc bat tay 3 budc.

D. EAP la giao thirc sir dung nhiéu phuong thirc xac thuc khac nhau.

Cau 24. Giao thtrc con IPsec nao ma & ché do Tunnel c6 kha ning dam bao tinh xéac
thuc cho toan bd goi tin [Psec?

A. ESP
B. Khong c6 giao thirc con niao nhur thé.
C. AH
D. Ca AH va ESP.
Cau 25. Nguoi ta phan biét hai loai Security Association (SA) khi néi vé IPsec 1a:

A. SA dai han va SA ngén han. B. AH SA va ESP SA.

C. IPsec SA va IKE SA. D. SA ma hoa va SA xac thuc.
Ciu 26. Giao thtrc nao sau ddy KHONG phai giao thirc VPN?

A. MPLS B. SSTP C. L2F D. PPP

Cau 27. Ban dugc yéu cau chon mot ché do dé ma khéi hoat dong nhu mot hé ma
dong sur dung trong mét giao thirc mang, ban s€ chon dap an nao sau day?

A.ECB B. CBC C. OFB D. CTS

Céu 28. Cho biét cau tric cua goi tin AH IPsec nhu sau:
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|IP Header AH Header

- —_

=
-
-
-
-
=
-

Next Header Payload Length

Payload

Reserved

Security Parameter Index (SPI)

Sequence Number

Integrity Check Value (ICV)

Gia str két ndi IPsec dugc thiét 14p & ché do Transport Mode, st dung giao thirc AH.
Xét gbi tin IPsec chtra dir liéu trao doi giira trinh duyét va web server. Hiy cho biét gia
tri cua truong Next Header trong AH Header.

Ciu 29. Pau KHONG phai 1a mot dich vy an toan mang?

A. Xac thuc B. Dinh danh

C. Toan ven D. Chéng chbi bo

Céu 30. T4n cong hity xac thyuc (deauthentication attack) vao mang khong déy 1a loai

tan cong nao sau day?
A. Tin cong Brute-force
C. T4n cong ha cap

Cau 31. Xét mo hinh két ndi sau:

B. Tan cong mat ma

D. Tan cong tur chéi dich vu

H1 Attacker
p— o BN | g”
Host E Gateway Gateway E
y— N v ssH server
LAN1 LAN2

Cho biét gitta G1 va G2 da thiét 1ap IPsec & ché do Tunnel, sir dung giao thirc con ESP
dé két ndi LAN1 va LAN2. Gia st giao thirc IPsec an toan. Hay chon phat biéu dung.
A. Attacker c6 thé phan biét dugc két ndi tir LAN1 téi Web Server va két ndi tir

LANI1 t61 SSH Server.

B. Attacker khong thé phan biét dwoc H1 hay H2 dang giao tiép véi Web Server.

C. Dit liéu trao dbi gitta cac H1 va Web Server dugc dam bao bi mat tuyét doi.

D. Attacker van c6 thé phan biét dugc may nguén va may dich doi véi moi két noi tir

LAN1 dén LAN2.

Cau 32. b9 dai cua gia tri IV dugc st dung trong giao thitrc WPA 1a bao nhiéu?

A. 24 bit B. 128 bit

C. 56 bit D. 48 bit
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Cau 33. Trong IPsec, nhitng thong tin ndo c6 thé dong thdi co6 trong mot
Security Association?
A. Thuat toan ma hoéa, thuat toan xac thyuc dir 1iéu, giao thirc trao doi khoa.
B. Thuat toan ma hoa, thuat toan xac thuc dir liéu, dia chi IP cia 2 dau mdi cua két
noi IPsec.
C. Thuat todn ma hoa, thuat toan xac thuc dir li€u, giao thirc xac thuc thuc thé.

D. Thuét toan ma hoa, thudt toan xac thuc dit liéu, khoa dé ma hoa va/hoic xéac thuc

dir liéu.
Céu 34. Xét md hinh két n6i VPN sau sir dung IPsec.
hang rnéng Mang riéng
(LAN) (LAN)

Puong ham

AL

Hay chon phét biéu DPUNG.
A. Viéc trién khai IPsec 1a hoan toan trong subt v6i ting tng dung trong md
hinh TCP/IP.
B. Cac giao thuc ¢ 16p trén cua 16p Network trong md hinh TCP/IP phai dugc cai
dat dé ho tro IPsec
C. Cac chuong trinh tmg dung phai dugc chinh stra dé hd tro Ipsec.
D. Phai cai dit thém phan mém hd trg & cac site dé c6 thé sir dung duoc IPsec.
Ciau 35. Chon phét biéu SAI vé giao thic WEP?
A. WEP str dung phuong phép xac thuc dya trén khoa chia sé trudce
B. WEP sur dung gia tri IV dai 24 bit
C. WEP str dung thuat toan ma hoa dir licu RC4
D. WEP sur dung thuat toan kiém tra toan ven Michael-64
Cau 36. Trong mot giao thic an toan mang ¢ ting Lién mang (Internet) ciia chong
giao thuc TCP/IP
A. ludn phai c6 sy két hop ma hoa va ky sd dé dam bao tinh bi mat va xéac thuc cho
thong tin.
B. c6 thé nhung khong nén str dung két hop ky s6 va ma hoa vi sé lam giam dang ké
hi€u nang cua hé thong.
C. can phai str dung két hop ma hoa va ky s6 néu mubn dam bao dong thoi tinh bi
mat va tinh xac thyc cho thong tin.
D. c6 thé str dung két hop ma hoa va ky sd dé dam bao tinh bi mat va xac thuc cho
thong tin.
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Cqﬁu 37. Co mot giaovthl'rc an toan cho mang khéng d,ﬁy WLAN trong do6 st dung RC4
dé ma hoa, CRC32 d¢ xac thu:g th,()ng di€p. Tén vict tat cia giao thirc nay la:
(Ghi chu: Sinh vién ghi tén viét tat cua giao thuc, vi du: EAP, TLS, TLS 1.2, ...)
Céu 38. Chon phét biéu SAI vé WPA2.
A. WPA2 str dung thuat toan ma hoéa AES & ché do CCM.
B. WPA2 h trg xac thuc thong diép bing AES-CBC-MAC.
C. WPA2 str dung giai phép xac thuc dua trén 802.1x/EAP.
D. WPA2 str dung thuat toan kiém tra toan ven Michael-64

Cau 39. Trong cac budc sau cua giao thirc SSL Handshake, khi nhan dugc thong diép
Certificate Verify cta Client, Server s& xac thyc Client bang gi?

Client Server

( ClientHello
-

Server Hello J '
Certificate J

{ ServerHelloDone J

-

-
=
[client Key Exdmnge}

Certificate Verify >

e

'Y amm

L 4

A. Khoa bi mat cua Client
B. Chung thu s ciia Server
C. Gié tri Pre-Master Key ma Client sinh ra
D. Chung thu sb ctia Client
Céu 40. Chon mb ta ding vé chuan MIME?
A. MIME cung cép cac giao thuc truyén/nhén thu co ché xac thuc dya trén ham bam
va base 64.
B. MIME cung cép cic giao thirc truyén/nhan thu dé ma hoa mat cac thong diép.
C. MIME 14 m6t chuan Internet cho phép trao doi cac kiéu file dit liéu & nhiéu dinh
dang khac nhau thong qua céc thong di¢p thu dién tu.
D. MIME cung cip cic giao thirc truyén/nhan dé dinh danh ngudi guri/nhan
thong diép.
Cau 41. Xac thuc la
A. x4c nhan su that v& mot thudc tinh ctia mot cha thé hodc mot ddi tuong.
B.
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kiém tra va xac nhén tinh chan thyc ciia mot dinh danh nguoi dung (néu 1a xac
thue thyc thé) hodc tinh ding din cua ngudn gbc mot thong diép (néu 1a xac thuc
thong diép).
C. x4c nhan su that mot thude tinh cia mot nguoi diung (néu 1 xac thuc thyc thé)

hodc mot thong di¢p (néu 1a xac thuc nguon goc thong di¢p).
D. kiém tra va xac nhan tinh séng ctia mot chu thé hodc tinh tuoi cua mot dbi tuong.

Céu 42. Cho so d6 mang nhu sau:

H1 H2

10.10.10.5 10.20.10.9
Gl G2

IPsec (AH+ESP Tunnel) meo

10.10.10.4 1T2.16.1.1/24 172.17.1.1424 10.20.10.5

Giira hai gateway G1 va G2, ngudi ta thiét 1ap giao thirc IPsec str dung giao thirc AH
va ESP ¢ trén d6 Tunnel. Hai gateway nay két ndi hai mang LAN 10.10.10.0/24 va
10.20.10.0/24 véi nhau. Xét mot géi tin UDP duoc giri tir H1 dén H2. Trong IP Header
cua goi tin IP tai H1, cac gia tri Source IP va Destination IP va Protocol 1a gi?

A.10.10.10.5, 172.17.1.1 va 6 B.172.16.1.1,172.17.1.1 va 17

C. 10.10.10.5, 10.20.10.9 va 17 D. 172.16.1.1, 172.17.1.1 va 6
Céu 43. Hiy cho biét s6 hiéu cua giao thirc ESP
Céu 44. So dd sau mé ta phuong phap xac thuc nao duoc sit dung trong WLAN?

Authentication Request >

Authentication Response
(Challenge)

‘_

Authentication Reguest
(Encryppted Challenge)

«— Authentication Response

Client Access Point

A. Xac thuc mo rong EAP
B. Xac thuc dua trén dia chi MAC
C. Xac thuc dua trén khoa chia sé trudc
D. Xac thuc mo
Ciu 45. Chon phat biéu SAI vé giao thic SSH
A. Trong SSH luén ludn yéu cau xac thuc 2 chiéu.
B. SSH Server c6 thé duge xac thuc bé“mg mat khau hodc khoa cong khai.
C. O phia Client, SSH hd trg x4c thyuc timg ngudi ding hodc xac thuc may tram.
D. SSH Client c6 thé duogc xac thuc béng mét khau hodc khoéa cong khai.
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