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Hwdng dan ciu hinh Safe Exam Browser dé 1am bai
thi v&i phan mém iTest

1. Cung cép dia chi trng dung iTest

- Chay SEB Configuration Tool va vao tab General.
- Nhap dia chi (URL) cta (rng dung iTest vao 6 nhap “Start URL”.
- Dat “Administrator password" nhwng khong dat “Quit/unlock password".

™ SEB Configuration Tool - C:\Users\thanh'AppData\Roaming\SafeExamBrowser\SebClientSettings.seb

S N File e . L =
N General 0{) Corfig File User Interface ‘3 Browser J‘? Down/Uploads ! Exam .)‘1

Ctart JRL http=://live_ itest. com.wn

Administrator password = ssssssssss

Corfirmm administrator password = ssssssssss

Allow userto quit SEE

Guit Aunlock password
Corfirm quit/unlock passwaord

2. D&t SEB & ché dé lam bai thi

- Vao tab “Config File”.
- Tich chon nut radio “start an exam".



"

& SEB Cenfiguration Tool - C\Users\thanh\AppData\Roaming\SafeExamBrowser\5ebClientSettings.seb
File  Revert Settings  Use Settings

— N 7 A
I i | Genersl €® Config File Eg User Interface 0 Browser ‘f Down/Uploads 1

|Ise SEB settings file far...
@ starting an exam
™) corfiguring a client

[T Mlow to open preferences window on client (Mac)

Choose identity to be used for encrypting SEB settings file...

[Nune v]
{Uze old asymmetric-only encryption for SEB <22 [

Ise either a cryptographic identity or a password or both

Settings password
Confirm settings password
Corfig File Editing: Revert Settings to... |Use Cument Settings to...
Cpen Settings... Default Settings | Edit Duplicate ‘
Save Settings Local Client Settings | Corfigure Client ‘
Save Settings As... Last Opened

3. Cam sl dung cac phim tat

- Vao tab “Hooked Keys”.
- B tich chon tAt ca cac checkbox trén tab nay.



4" SEB Configuration Tool - C\Users\thanh\AppData\Roaming'SafeExamBrowser\SebClientSettings.seb E‘ = |[==

File  RevertSettings  Use Settings
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O Browser {f Down/Uploads @ Network z@ Securty Regitry | QNG| Hooked Keys

e
! Bam

i General Y Cortig File new User Interface P plications

Special Keys Function Keys
[C] Enable Esc [] Enable F1
[7] Enable Ciri-Esc [7] Enable F2
[7] Enable Alt-Esc [7] Enable F3
[] Enable At-Tah [] Enable F4
[] Enable At-F4 [] Enable F5
[7] Enable Right Mouse [] Enable F&
[] Enable PrintScreen [] Erable F7
[C] Enable At-Mousewheel [ Enable F2
[] Enable F3
[7] Enable F10
[7] Enable F11
[7] Enable F12

4. Cam chay SEB trén may ao

- Vao tab Secuirity.
- Bé tich "Allow to run inside virtual machine".
& SEB C ion Tool - C:\L AppData'\Roaming)\SafeEx \SebC| ings.seb = <

File  Revert Settings  Use Settings
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‘ ) i | General | ® Corfig File @ User Interface 0 Browser | #f Down/Uploads 1' Exam .-A‘ Applications @ Registry Hooked Keys
SEB Service (Win) mac(O3 specific settings
Ignore SEB Service Enforce minimal macOS version: [05 %10.11 B Capttan

Disable app switcher when starting (Mac)

Force installation in Applications folder
] AMlow to use Sii

‘ 7] Allow to use dictation

allow to un SEB without senvice
Detect when SEB process was stopped

allow to use SEB only with service [ Allow display mimoring (ffects also AirPlay Display)
Allow Windows Update to run while SEE is running Allow remote session/screen sharing [T Allow alse user's ~/Appiications folder
Allow notifications from Chrome browsers Use buitt-n display
Kiosk Mode Maximum allowed number of connected displays 1 -

") Create new deskiop || Allow screen capture / PrintScreen [T Allow only intemal displays faptops)

Disable Explorer Shel Use private clipboard (Mac| [ Ignore emors when validating display configuration. Needs to be active when using SEB inside a vitual mac
) None for debugging arly) [T] Allow to un inside virtual machine [T Allow access to application log (Win)

. B Show log button in taskbar (Win)
Khéng tich

5. Cam chup man hinh

- Vao tab Security.
- Bé tich “Allow screen capture/PrintScreen”.



& seB Configuration Tool - Ch\Usersithanh'\AppData\Roaming\SafeExamBrowser\SebClientSettings.seb

File A
User Interfacs a Browser ;* Down/Uploads

File  Revert Settings

f | Genersl D& Config Fle [

Use Settings

SEB Service (Win)
Ignore SEB Service

run SEB without service

w to use SEB or h service

Allow Windows Update to un while SEB is unning Allow remote session/screen sharing

Allow notffications from Chrome browsers

Khong tich
N L] Allow screen capture / PrintScreen ||

[ Use private clipboard (Mac)
[ Mlow to run inside vitual machine

Kiosk Mode
(O Create new deskiop
(® Disable Explorer Shell

() None ffor debugging only)

6. CAm sir dung man hinh khac
Vao tab Security.

& seB Configuration Tool - Ch\Usersithanh'\AppData\Roaming\SafeExamBrowser\SebClientSettings.seb
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File RevertSettings  Use Settings
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§ | Genersl u& Config Fle [

SEB Service (Win)
Ignore SEB Service

i wcrs| @ v G s

.

macO$ speciiic settings

Enforce minimal macOS version: |0S X 10.11 B Capitan

Disable app switcher when starting (Mac)

Force installation in Applications folder

[ Allow to use Sir

] Allow ta use dictation

Detect when SEB process was stopped

[ Allow display mimoring (affects also AirPlay Display)
[ Allow also user's ~/Applications folder

Use buittin display

Maximum allowed number of connected displays
[ Mllow only intsmal displays flaptops)

[ lanore ermors when validating display configuration. Nesds to be active when using SEB inside a vitual machine

[ Allow access to application log (Win)
Show log button in taskbar (Win)

Dé méc dinh “Maximum allowed number of connected displays” |a 1
Khong tich chon “Allow only internal displays (laptops)”.

Exam

@ MNetwork 1"29 Security Registry a Hooked Keys

/l Applications

macOS specific settings
Enforce minimal macOS version: |0S X 10.11 B Capitan
Disable app switcher when starting (Mac)
Farce installation in Applications folder
[ Allow to use Sin

v to run SEB without service

use SEB only with service

Detect when SEB process was stopped

[ Allow ta use dictation
‘ [ Allow display mimoring (affects also AirPlay Display)

Alow Windows Update to run while SEB is nunning
Allow notffications from Chrome browsers

Kiosk Mode
() Create new deskiop
@ Disable Explorer Shel [ Use private clipboard (Mac)

() None ffor debugging only)

Allow remote session/screen sharing

A
[ Allow screen capture / PrintScreen Khon 14 i [ Allow only intemal displays llaptops) i

[ Mlow to run inside vitual machine

[ Allow alsa user's ~#Applications folder
Use buittin display

batgiatrilal

tr h I lgnore emors when validating display configuration. Needs to be active when using SEB inside a vitual machine:
IC [ Allow access to application log (Win)
Show log button in taskbar (Win)

7. Cho phép chay phan mém khac trong Iuc 1am bai thi

Theo mac dinh, chi cé trinh duyét nhing san bén trong SEB la dwoc chay cung véi SEB. Dé

cho phép phan mém khac dwoc chay clng v&
Processes".
- BAm nut "Choose Application"

i SEB, thwe hién cac bwéc nhw sau:

Chay SEB Configuration Tool va vao tab Application, rdi chon muc "Permitted
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e Menitor processes whie SEB is running
|
B Pemitted Processes | Prohibited Processes |
Allow switching to thind party applications (Mac)
= Alow Flash to swich to fullscreen mode (Mac)
Mc
]
o
® )
@ Selected Process
- Active Tile SEB Icon in taskbar
- Descrption Autostart
Alow running in background
Executable  firefox exe = Allow user to select location of application
Original Mame  firefox.exe Force quit (isk of data loss)

Windaw handing process

Path _Aalunner/
Arguments

LA

- Chon tép chwong trinh (t&p .exe) dwoc phép chay cung SEB. Vi du sau day cho phép phan
mém doc PDF cé tén la FoxitReader.

==]rE=]

| 5 T

@ . » Computer » Local Disk (C:) » Program Files » Foxit Software » Foxit Reader » e Ndmk|'5wllr

Organize New folder

¢ Favorites * Name Date modified Type Size -
B Deskiop 10/04/20188:56 M Application extens... 2K
& Downloads 19/04/2018 8:56 AM  Application extens... 24KB | switching ta third party applications (Mac)
%] Recent Places =) 19/04/2018 8:56 AM  Application extens... 21KB |Allow Flash to switch to fullsereen mode (Mac)

[ Libraries = ¢=
I FoxtReader.exe.man
/8 Computer =] ForitReaderConnectedPDFService 09/04/2020 10: Application 1954 kB
&, Local Disk (C) FoxitUpdater 09/04/2020 10: Application 4,347 KB
% Downloads (tvb) FPCSDK.dIl 09/04/202010:48 ... Application extens... 2692 KB H|
59 biz (\vboxsn) (FL FPCSDK54.dil 09/04/202010:48 .. Application extens... 3558 KB ]
55 webappdey (\wk %] FXcusTOM.dIl 09/01/202011:49 ... Application extens... 2,09 KB
%) Pl ucenelib.dll 14/10/2019 7:49 AM  Application extens... 957 kB I in taskbar
€ Network - [ Jicudtldat 09/01/202011:50 ...  DAT File 10,167 kB «ostat
File name: FoxitReader +  pwrunning in background

b userto select location of application
 Jos qut sk of data loss)

TYTTOO TTETOTIg ProTess

Arguments

WE

=

- Chuwong trinh méi chon dwoc dwa vao danh sach cac tién trinh dwoc phép.Tich chon tén
chwong trinh nay rdi tich chon "Icon in taskbar"



Use Settings

File  Revert Seftings

IMM| % Config Fie Umhufam|.hﬂm|"Dﬂmll.ﬂnad&

s [ o

Monitor processes while SEB is running

Pemitted Processes \thbxed m‘

| ctive

| Allow switching to third party applications (Mac)

Selected Process

Alow Flashto switch to fullscresn mods (M

FonitReader

Active Thle  FoxitReader

Descrption

low running in background

Exgcutable  foxdtreader.exe

L

low userto select location of application

Original Name  Foxit Reader.EXE

Force quit {isk of data loss)

Window handiing process

Argumerts

BB

Biéu twong (icon) cla cac chuong trinh dwoc phép chay xuét hién tai thanh diéu kh
ctia SEB nhw vi du sau. Thi sinh cé thé kich vao biéu twong nay dé chay chuong trinh.

c)

S G

2

ién & dudi

Gi = H ja & s Start - Foxit Reader B = @ =
W Comment Viewr Form Protect Share Connect Help Extras @ Tel me what you want to do.. © g |[Fnd L. a-f-

SnapShot Fit Page 158.01% - - '-:“- From Scanner Link File # hment

Clipboard ~ Fit Width ﬁ Blank Bookmark Image Annotation

Hand Select } Reflow Typewriter Highlight | From PDF R
- Fit Visible From Clipboard . Audio & Video
e Sign
Tools View Comment Create Protect Links Insert ~

Recent Files

[ Open File

=] Toan - De 2 pdf

Free for 14 Days

Get Free Support

Please register below to receive

FREE product support

o[]

8. CAm phan mém khac chay trong luc lam bai th

Edit PDFs

Get Everything in
= U

Get PhantomPDF Free for 14 Days

More

robat at a Fraction of the Price
1age PDFs with Foxit PhantomPDF

100%

O ——0

5:a5 P o Q)

- Vao tab "Application" réi chon muc "Prohibited Processes". SEB Configuration Tool hién thi

danh sach cac phan mém bj cAm nhw vi du sau.



& seB Configuration Tool - C:\Users\thanh\AppData\Roaming'SafebxamBrowser\SebClientSettings.seb - X

File  RevertSettings  Use Settings

o L o ) 3 ». =
1§ | Genesl @ Config File @ User Interface ' Browser ‘f Down/Uploads ¢ Exam “-A‘ Applications @ Netwark I‘ Security Registry Hooked Keys

| Monitor processes while SEB is unning

Pemitted Processes  Prohibited Processes

Active 0s Executable Description
Win |~ | CamRecorder exe
Win |~ | UCBrowser.exe
Win | | simiet exe
Win | | browser exe
Win | Opera.exe
Win | | Vivaldi exe
Win | | Chromium exe
Win |~ | Chrome.exe
Win ~ |join.me. exe v

EOE

Selected Process

Active Bxcoutable [Zalo exe |

Original Name: | |

Description | |

05 [o

[ Force quit frisk of data loss)

>

- Dé& thém chwong trinh mai bi cAm, bdm nut “+” & dwéi danh sach.
- Chon dong vira dwgc thém va nhap tén chwong trinh bij cAm chay luc thi nhw vi du sau
la cAm phan mém Zalo dwoc chay luc 1am bai thi.

™ SEB Configuration Tool - C\Users\thanh' AppData\Roaming\SafeExamBrowser\SebClientSettings.seb

File  Revert Settings  Use Settings
B o AL ) o
| | General @ Config File ﬁ User Interface Browser ‘f Down/Uploads ¢ Ecam 2.4 Applications G

| Manitor processes while SEB is running

Pemmitted Processes  Prohibited Processes

Active 035 Executable De
Win |~ | vncserver.exe
Win | TeamViewer exe
Win 1~ GotoMeetingWin Store exe
Win 1~ g2mcomm exe
Win | SkypeHost exe
Win il SkypeApp exe
Win 1~ Skype exe
Win | Zalo exe

[+]
[]



9. Cho phép sr dung bo gb tiéng Viét Unikey

- Chay SEB Configuration Tool va vao tab Security.
- Dé co thé str dung bo gé tiéng Viét Unikey, hay chon "Kiosk Mode" 1a "Disable Explorer

Shell".

® sEB Config Tool - C:\Users\thanhAppData\Roaming\SafeExamBrowseriSebClientSettings.seb

Fie Revert Settings  Use Settings

=
") BErowser "f Down/Uploads

= Fiie
‘ f} | General | ® Config File | User Interface

o

Security

Y
Additional Resources

A, Applcations

SEE Service policy

TI‘ Husk Mode
| c (") Creste new deskiop

jsable Explorer Shell

allow to run SEB without service
displ ing when service is not unning
o use SEB only with service

allow b
() None ffor debugging only)

Allow to run inside virtual machine

[ Allow remote session/screen sharing [7] Use private clipboard

Logging
Enable logging
RQaua lnn fila ta

[7] Enable screen capture / PrintScreen

f}Khéng tich

mac0S5 specific settings

Registry

Enforce minimal macOS version: [OS ¥10.11 Bl Capitan

Disable app switcher when starting (Mac)

Force installation in Applications folder

[ Allow to use Sii

[ Allow to use dictation

Detect when SEB process was stopped

[T Allow display mimoring (affects also AirPlay Display)

[] Allow also user’s ~/Applications folder

Masdmum allowed number of connected displays 1 -

Use buittn display

Lwu y: Thi sinh cén cai Unikey va dé ché dé gé Telex, bdng méa Unicode dung sén, déng thoi
chay Unikey va bat ché d6 g6 tiéng Viét TRUOC khi chay SEB dé vao lam bai thi,

10. CAm mé trang khac trang thi

Vao tab “Browser", tich chon “block when directing to a different server" va khéng tich chon cac
lwa chon khac nhw thé hién trong hinh sau.

File  Revert Settings  Use Settings

[ L il A
A | General D& Cortfig File [e User Interface ‘) Browser ‘* Down/Uploads
Links requesting to be opened in & new browser window ..

Tich [ & bock when drectingto = dferent server |

chon

New browser window size and position

Width 1000 ~ Horizontal positioning
Height |100% ~
Browser security

llow text search

low toolbar of intemal PDF reader (Win). This enables access to the print and download dialogs

elete cache when recorfiguring or terminating SEB (Win). This setting is ignored if "Clear
rowser session when ending"” in section Exam > Session Handling is deactivated!

Restrictions in Additional Windows
ow navigating in addtional windows

llow reload in exam low reload in additional windows

bhow reload waming in additional windows

Show URLs Never ~

[ Use SEB without browser window
to start another application in kiosk mode ffor example a virtual desktop infrastructure client)

11. Khéng cho phép sl dung trinh duyét khac dé lam bai thi

%™ SEB Configuration Tool - C:\Users\thanh\AppData\Roaming\SafeExamBrowser\SebClientSettings.seb

T

Exam

, Applications @ Network (ﬂ Security Registry B Hooked Keys

User agent for desktop mode

@ Desktop defautt: |Mozila/5.0 (Windows NT 10.0; WOW4; rv-52.0) Gecko,/20100101 Firefon/5]
O Custom

Custom desktop user agent sting (SEB appends its version number automatically)

User agent (Mac)

(®) Default (depends on installed Safari/WebKi version)
(O Custom

User agent for touch/Aablet mode

@ Touch defaul: | Mozila/5.0 (Windows NT 10.0; WOW64; rv-52.0; Touch) Gecko/20100101 |
Q iPad: [Mazila/5.0 Pad; CPU OS5 11_3 like Mac OS X) AppleWeb it/605.1.15 (KHT)
(O Custom

Suffix to be added to any user agent

<<<<<< CUOI CUNG nhwng QUAN TRONG NHAT >>>>>>




Dé bét budc thi sinh phai dung SEB (khéng dwoc siv dung trinh duyét khac nhw Chrome,
Firefox) khi lam bai thi, hay thwc hién cac bwéc nhuw sau:

- Vao tab Exam, tich chon “Use Browser Exam Key and Config Key”.

™ SEE Configuration Tool - C:\Users\thanhAppData\Roaming\SafeExamBrowser\Seb ClientSettings.seb - X

File  Revert Settings  Use Settings

= L File - a o =1 o7 P », =
i} | General 09 Config File User Inteface a Browser ;‘r Down/Liploads I Bam S oA Applcations A Network ‘-EJ Security ;'-.-J: Registry Hooked Keys
L: | < on. L4 |F - - h un

Browser Exam Key / Corfig Key Session Handling
The Browser Exam Key and the Config Key allow to verfy different aspects of an exam. They both depend on Use the following parameters to control whether a browser session is persisted on disk, e.g. to keep users
all configuration values defined for afile. i.e. they change whenever a configuration value changes. The keys logged in after a reconfiguration
can be used independently from each other, but bath are sent with every HTTP request if activated. Copy a
key to the according field in your quiz settings in the exam system having support for SEB 2.0 or later buitt in. Clear browser session when starting an exam or starting SEB
IMPORTANT: Always copy the keyls) as a last step, after the configuration fie was saved! Clear browser session when ending an exam or terminating SEB (prevents deletion of browser cache f deactivated!)

Use Browser Exam Key and Config Key
Link to quit SEB after exam

Browser Exam Key \

The Browser Exam Key verfies the intergrity of an installed SEB version as well as the corfiguration used by Place this quit link to the "feedback” page displayed after an exam was successfully finished.
an exam client. This means that this key is different for every corfiguration and SEB version used. t changes Clicking that link will quit SEB without having to enter the quit passwerd.
when one or mare configuration value(s) change as well as when a different SEB version is used.
Ask userto confim quitting
b5abfddc4 737773382980 54aabaldbd 76F 1f7a4614092b ¥Bbbab 163 Bb 6060
Config Key Back to Start Button (Mac)

The Corfig Key verfies that an exam client uses the comect corfiguration. This means that the key is dferent [] Use Start URL (see General tab)
for every configuration {unless they have exactly the same values). t only changes when one or more :
configuration value(s) change. imespective of the SEB version used. [ |

8e0d453ce 73 AccJaad 1855 73880df 4e I048a8d % 2aac668a 2345660 4f 1465af ‘ Enter custom URL or select "Use Stat URL" to display the back to start button in the SEB taskbar.

Title/tool tip text for the back to start button (eave empty for localized standard text)

Protect back to start button with the quit/unlock password

- CAu hinh xong SEB va chon File > Save Settings dé lwu céu hinh.

- Vao lai tab Exam, copy mé nhin thay trong muc “Browser Exam Key’.

- Trong lIS, tai muc ciu hinh ASP.NET cuia tng dung iTest, chon Application Settings. Dat
gia tri cho requireSafeExamBrowserOnTest |a 1 va browserExamKey la ma da dwoc
copy & buwdc trén.

- Copy tép SebClientSettings.seb (trong thw muc
C::\Users\[username]\AppData\Roaming\SafeExamBrowser) dén may cua thi sinh.

(Thi sinh bat dau lam bai bang céch kich dup vao tép SebClientSettings.seb).
Lwu y: Néu thay ddi cau hinh SEB & bat ky muc nao thi phai thwe hién lai toan bd cac
bwéc muc 11 nay. C6 thé déi tén tép SebClientSettings.seb, giir nguyén dudi .seb, trwéc
khi cung cép tép nay cho thi sinh.




MOT SO LOI THPONG GAP KHI CAI DAT SEB VA CACH KHAC PHUC

1. L6i khéng cai dwoc cac g6i phan mém tién quyét
% safe Bxarn Browser Installation o bt

A Safe Exam Browser
' Version 3.3.0.354

Setup Failed

One or more issues caused the setup to fail. In some cases, the .MET Framewaork or the VC++
Redistributable fail to install due to insufficient disk space (at least 4.5 GB required] or network
issues, Please fix the issues (e.g. manually install the NET Framework Runtime 4.7.2 from
https://dotnet.microsoft.com/download or the VC++ 2013-2019 Redistributable from https://
support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-downloads) and
then retry setup. For more information see the log file,

(nB0070490 - Element not found.

Close

Nguyén nhan
Chuwa cai thanh céng cac géi phan mém tién quyét nhw .NET Framework, WebView, ...
Cach khac phuc
- Kiém tra lai két n6i mang va dam bao cé két nbi mang roi thuc hién cai lai vi c6
thé trong ltc cai dat khdng download duwoc cac géi tién quyét nhwng do 16i mang.
- Néu khac phuc mang rdi ma cai lai van gap 16i nay thi chuyén sang cai dat cac
goi tién quyét trudc khi cai SEB bang MSI
e NET Framework 4.7.2 Runtime:
https://dotnet.microsoft.com/download/dotnet-framework/net472
e Microsoft Edge WebView2 Runtime:
https://go.microsoft.com/fwlink/p/?Linkld=2124703
e Visual C++ 2015-2019 Redistributable:
https://support.microsoft.com/en-us/help/2977003/the-latest-supported-vis
ual-c-downloads
- Cai dat SEB bang ban cai MSI.

2. L6i “Modify Setup" khi chay tir tép cau hinh .seb


https://dotnet.microsoft.com/download/dotnet-framework/net472
https://go.microsoft.com/fwlink/p/?LinkId=2124703
https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-downloads
https://support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-downloads

¥ safe Exam Browser Installation -~ >

Safe Exam Browser
Version 3.3.0.354

Modify Setup

Uninstall Close

Nguyén nhan

D4 cai d&t SEB thanh cong nhung ¢6 16i lic chwong trinh cai dat dang ky mé tép .seb voi
Windows.

Cach khac phuc

Dang ky m& t&p .seb bang chwong trinh SafeExamBrowser.exe nhuw sau: Kich phai chudt vao
tép .seb, chon “Open with ...”, chon “More apps”, duyét dén thw muc C:\Program
Files\SafeExamBrowser\Application va chon tép SafeExamBrowser.exe (Iwu y cé thé Windows
an tén mé rong .exe va chi thay tén tép la SafeExamBrowser).

3. L6i khéng nhan dwoc man hinh chinh

'e The active display configuration is not permitted. 1 internal display(s)

W' are allowed, but 0 internal and 1 external display(s) were detected.
Please consult the log files for more information. SEB will now shut
down...

Nguyén nhén



SEB khéng nhan dwgc man hinh hodc ¢6 nhiéu man hinh cing ndi vao may tinh (tuy sb lwong
man hinh dwoc béo trong théng bao 16i).

Cach khac phuc

Théo bd két ndi dén man hinh thir hai hodc may chiéu (néu co).

Chon ché d6 man hinh ctia Windows 1a “PC screen only”: BAm dong thdi Windows + P, roi
chon select "PC screen only".



