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PHAN I. TONG HQP CAC PHAN NOI DUNG MON HOQC

M©én hec: Giao thirc bao mat mang may tinh
Khoa: Bao mat thoéng tin
Cac chuong trinh dao tao c6 sir dung moén hec:

P1: BH Chinh quy Bao mat théng tin
P2: Cac chuong trinh dao tao nganh Cong nghé thong tin

Céc phan ndi dung mon hoc trong cic chwong trinh dao tao:

TT

Phan néi dung

Téng quan vé giao thirc bao mat mang may tinh

Giao thirc bao mat ting wng dung

Giao thirc bao mat ting giao van

Giao thuc bao mat ting mang

| B W ||

Giao thirc bao mat tang truy nhap mang
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PHAN II. TRICH LUQC PE CUONG CHI TIET MON HQC

1. Thong tin chung

Tén hoc phan Giao thirc bao mat mang may tinh
Tén tiéng Anh Network Security Protocols

S6 tin chi 2

Hoc phan hoc trudc Mang may tinh

2. Muc tiéu hoc phan
2.1. Muc tiéu chung

Hoc phan nay cung cip kién thiic tng quan vé an toan mang may tinh, kién thirc vé céc
giao thirc xac thuc, kién thirc vé cac giao thirc an toan mang riéng 4o, kién thac vé cac giao thic
an toan dich vu, kién thirc vé céc giao thirc an toan mang khong day va mot sb giao thirc khac.
2.2. Muc tiéu cu thé

Muc M6 ta
tiéu

M1 | Trinh bay dugc dic diém cua cc giao thuc bao mat mang may tinh tiéu biéu

M2 Trinh bay duoc hoat dong cua cac giao thirc bao mat mang may tinh tiéu biéu

M3 Giai thich duoc co ché bao mat trong cac giao thirc bao mat mang may tinh

M4 | Lua chon duoc giao thirc, mo hinh trién khai giao thirc dé giai quyét yéu cau bao
mat mang may tinh cu thé.

M5 | Trinh bay duoc cac yéu cau ddi vai viéc thiét ké giao thirc bao mat mang may tinh

3. Mo ti hoc phan

Hoc phan nay trude hét gisi thiéu tong quan vé an toan mang, bao géom: Tam quan trong
ctia an toan may tinh va an toan mang,cac kiéu tin cong mang co ban, cac ki thuat va dich vu an
toan, md hinh an toan mang, c4c giao thirc an toan mang. Tiép do, hoc phan trinh bay vé cé4c giao
thire xac thuc gom: PAP/CHAP, Kerberos, EAP, Radius, 802.1x. Phan tiép theo trinh bay vé cac
giao thuc an toan mang riéng ao: PPTP, L2TP, SSL-VPN, IPSEC-VPN. Sau d6, hoc phan trinh
bay vé vé céc giao thic an toan dich vu: SIMIME, PGP, HTTPS, SFTP, FTPS, SSH, v.v. Cubi
cuing hoc phan trinh bay vé cac giao thuc an toan mang khdng day: Tong quan vé mang khong
day, cac co ché an toan trong WLAN, cac giao thicc an toan WEP, WPA, WPA2 (802.11i) va
WTLS.

4. N¢i dung hoc phan

Chuong 1. Tong quan giao thirc bao mat mang may tinh (3 LT)
1.1. Tam quan trong cua an toan may tinh va an toan mang

1.2. Cac kiéu tan cong mang

Chuwong 2. Giao thirc bao mat tAng ing dung (3 LT)

2.1. Tong quan vé giao thirc X4c thuc

2.2. Céc giao thuc PAP/CHAP



2.3. Giao thuc Kerberos

Chuong 3. Giao thirc bao mat ting giao van (9 LT)

3.1. Tong quan vé cac giao thic mang riéng 4o

3.2. Céc giao thirc mang riéng a0 tang 2

3.3. Giao thtrc mang riéng 4o tang 3

Chuong 4. Giao thirc bao mat ting mang (3 LT)

4.1. Céc giao thac an toan thu dién tir

4.2. Giao thirc an toan dich vu Web (HTTPS)

4.3. Giao thire an toan cho dang nhap tir xa (SSH)

4.4. Céc giao thuc truyén file an toan

Chuong 5. Giao thirc bao mat ting truy nhap mang (6 LT)
5.1. Tong quan vé mang khong day

5.2. Céc co ché an toan trong mang WLAN

5.3. Céc giao thac an toan cho mang WLAN

Chuong 6. Thiét ké giao thirc bao mat mang (6 LT)

6.1. Quy trinh thiét ké giao thirc bao mat mang may tinh.

6.2. Y&u cau ddi vai viéc thiét ké giao thirc bao mat mang may tinh.
6.3. Phan tich, danh gia giao thirc bao mat mang may tinh.



PHAN III. PHAN RA CHUAN PAU RA HQC PHAN

1. Céc chuin dau ra dwoc danh gia

TT| Ky Chuén diu ra P1| P2
hiéu
1 | CLO1 | Trinh bay duoc dic diém, hoat dong cua cac giao thirc bao mat mang | M | &
may tinh
2 | CLO2 | Giai thich dugc co ché bao mat trong cac giao thirc bao mat mang M| ™M
may tinh
3 | CLO3 | Lya chon dugc giao thic, md hinh trién khai giao thie dé giai quyét | M | 4
yéu cau bao mat mang may tinh cu the.
2. Cac nhom cau héi
TT| Ky Nhém cau hoi Cip |Géc | Dan
hiéu do xuat
1 | 1 |CLOI TRINHBAY BUGC DAC DPIEM, HOAT
DONG CUA CAC GIAO THUC BAO MAT MANG
MAY TINH
2 1.1 | Phan loai giao thirc bao mat mang NB 25 0
3 | 1.2 | bic diém cua giao thic taing tng dung NB | 12 8
4 | 1.3 |Pic diém cua giao thic ting giao van NB | 12 8
5 | 1.4 |Picdiém cua giao thic tang mang NB | 12 8
6 | 1.5 | Dic diém cua giao thuc ting truy nhap mang NB | 12 8
7 1.6 | Hoat dong cua giao thirc tang tng dung TH 15 5
8 1.7 | Hoat dong cua giao thirc tang giao van TH 15 5
9 1.8 | Hoat dong cua giao thirc tang mang TH 15 5
10 1.9 | Hoat dong cua giao thirc tang truy nhap mang TH 15 5
11 | 2 |CLO2. GIAITHICH PUQC CO CHE BAO MAT
TRONG CAC GIAO THUC BAO MAT MANG
MAY TINH
12 2.1 | Ung dung mat ma trong cac giao thirc bao mat mang TH 10 0
13 | 2.2 | Co ché bao mat trong giao thiic tAng tng dung VD | 15 5
14 | 2.3 | Co ché bao mat trong giao thuc ting giao van VD | 15 5
15 | 2.4 | Co ché bao mat trong giao thirc ting mang VD | 15 5
16 | 2.5 | Co ché bao mat trong giao thirc tang truy nhap mang VD | 15 5
17 | 3 | CLO3.LUACHON GIAO THUC, MO HINH TRIEN
KHAI GIAO THUC BE GIAI QUYET YEU CAU
BAO MAT MANG MAY TiNH CU THE
18 | 3.1 | Tinhhudng 1: Két ndi mang van phong nho véi vD | 15 0
Internet




TT| Ky Nhom cau héi Cap |Géc | Dan
hiéu do xuat
19 | 3.2 | Tinh hudng 2: Két néi mang doanh nghiép (LAN, VD | 15 0
DMZ) véi Internet
20 | 3.3 | Tinh hudng 3: Két ndi nhiéu chi nhanh caa doanh VD | 15 0
nghiép qua Internet
Tong 72 | 73




PHAN IV. MA TRAN DPE THI

1. Chwong trinh PH Chinh quy Bao mat thong tin (P1)
Tong s6 cau hoi: 50 cau.  Thoi gian 1am bai: 60 phut.
Tai liéu duoc phép sir dung: Khong

Céu trac dé thi:
Ky Nhém cau héi Cap | Tong | S6 | Hésd
hi¢u do S0 lwgng | diém
1 | CLOL TRINH BAY BUGC DAC DIEM, HOAT
DONG CUA CAC GIAO THUC BAO MAT
MANG MAY TINH
1.1 | Phan loai giao thic bao mat mang NB 20 2 1
1.2 | Dic diém cua giao thirc tang ung dung NB | 20 2 1
1.3 | Dic diém cua giao thirc tang giao van NB | 20 2 1
1.4 | Bic diém cua giao thirc tang mang NB | 25 2 1
1.5 | Dic diém cua giao thuc tang truy nhap mang NB | 25 2 1
1.6 | Hoat dong cua giao thirc tang tng dung TH 30 3 1
1.7 | Hoat dong cua giao thirc tang giao van TH 25 3 1
1.8 | Hoat dong cua giao thirc tang mang TH 25 4 1
1.9 | Hoat dong cua giao thirc tang truy nhap mang TH 30 4 1
2 | CLO2. GIAI THICH BUGC CO CHE BAO MAT
TRONG CAC GIAO THUC BAO MAT MANG
MAY TiNH
2.1 | Ung dung mat ma trong cac giao thirc bao mat TH 20 5 1
mang
2.2 | Co ché bao mat trong giao thirc tang tng dung VD | 20 3 1
2.3 | Co ché bao mat trong giao thirc ting giao van VD | 20 3 1
2.4 | Co ché bao mat trong giao thirc tang mang VD | 20 3 1
2.5 | Co ché bao mat trong giao thiic ting truy nhap VD | 20 3 1
mang
3 | CLO3. LUA CHON GIAO THUC, MO HINH
TRIEN KHAI DE GIAl QUYET YFU CAU BAO
MAT MANG MAY TINH CU THE
3.1 | Tinh huéng 1: Két ndi mang vian phong nho Véi VD | 15 3 1
Internet
3.2 | Tinh hudng 2: Két néi mang doanh nghiép (LAN, | VD | 15 3 1
DMZ) véi Internet
3.3 | Tinh huéng 3: Két ndi nhiéu chi nhanh ciadoanh | VD | 15 3 1

nghiép qua Internet




Ky Nh6ém cau héi Cap | Tong | Sb | Hésd
hi¢u do SO lwgng | diém
Tong s6 cau héi trong dé thi 50
Théng ke ti 1& cac nhém cau hoi trong ma tran*
CLO | CLO1 CLO2 CLO3 Téng theo Ti I€ theo
Cép do cap dd cap dd
NB 10 10 20%
TH 14 5 19 34%
VD 12 9 21 42%
Tong theo CLO 24 17 9
Ti I€ theo CLO 48% 34% 18%
2. Cac chwong trinh dao tao nganh Cong nghé thong tin (P2)
Tong s6 cau hoi: 50 cau.  Thoi gian 1am bai: 60 phuit.
Tai liéu duoc phép sir dung: Khdng
Céu trac dé thi:
Ky Nh6ém cau héi Cap | Tong | S6 | Hésd
hi¢u do S0 lwgng | diém
1 | CLOL TRINH BAY BUGC DAC DIEM, HOAT
BONG CUA CAC GIAO THUC BAO MAT
MANG MAY TINH
1.1 | Phan loai giao thic bao mat mang NB 20 2 1
1.2 | Bic diém cua giao thirc tang ting dung NB | 20 2 1
1.3 | Pic diém cua giao thirc tang giao van NB | 20 2 1
1.4 | Dic diém cua giao thirc tang mang NB | 25 2 1
1.5 | Pic diém cua giao thirc tang truy nhap mang NB | 25 2 1
1.6 | Hoat dong cua giao thirc tang ung dung TH 30 3 1
1.7 | Hoat dong cua giao thirc tang giao van TH 25 3 1
1.8 | Hoat dong cua giao thirc tang mang TH 25 3 1
1.9 | Hoat dong cua giao thirc tang truy nhap mang TH 30 3 1
2 | CLO2. GIAI THICH BUGC CO CHE BAO MAT
TR}ONG’ CAC GIAO THUC BAO MAT MANG
MAY TINH
2.1 | Ung dung mat ma trong cac giao thirc bao mat TH 20 6 1
mang
2.2 | Co ché bao mat trong giao thirc tang tng dung VD | 20 2 1

Vi du nay cho thdy ¢6 su chénh léch dang ké vé sb lugng cac cau hoi dé danh gia cac CLO. Cu thé la c6
qua it so cau hoi dé danh gia CLO3.



Ky Nh6ém cau héi Cap | Tong | S6 | Hésd
hi¢u do SO lwgng | diém
2.3 | Co ché bao mat trong giao thirc tang giao van VD | 20 2 1
2.4 | Co ché bao mat trong giao thirc ting mang VD | 20 2 1
2.5 | Co ché bao mat trong giao thirc ting truy nhap VD | 20 2 1
mang
3 | CLO3. LUA CHON GIAO THUC, MO HINH
TRIEN KHAI GIAO THUC BE GIAI QUYET
YEU CAU BAO MAT MANG MAY TiNH CU
THE
3.1 | Tinh hudng 1: Két ni mang vin phong nhé véi VD | 15 6 1
Internet
3.2 | Tinh hudng 2: Két ni mang doanh nghiép (LAN, | VD | 15 4 1
DM2Z) véi Internet
3.3 | Tinh hudng 3: Két néi nhiéu chi nhanh cua doanh VD | 15 4 1
nghiép qua Internet
Tong s6 cau héi trong dé thi 50

Théng ké ti 18 c&c nhdm cau hoi trong ma tran?

CLO| CLO1 CLO2 CLO3 Tong theo Ti I¢ theo
Cap do cap do cap do
NB 10 10 20%
TH 12 6 18 36%
VD 8 14 22 44%
Téng theo CLO 22 14 14
Tilétheo CLO | 44% 28% 28%

2 Vi du nay cho thy c6 vé nhu dé hoi kho, khi ma sé lugng cau hoi mirc do "Nhan biét" chi chiém 20%. Tuy
nhién, diéu nay la khong dting. Cép do cao khong ddng nghia voi do kho cao. Déi vai thi trdc nghiém, c4c cau nhan
biét c6 thé yéu cau phai ' 'ghi nh¢™ nhleu va do d6 khong hé de hon so véi cau thong hiéu.

Tuy nhién, ciing can luu y ring trong vi du nay, sb luong cau hoi dugc béc cho CLO3 Ia hoi nhleu S0 VGi
téng s6 cau dwoc xay dung. Ti 16 mong mudn 1 1/5 (C6 mét sé truong yéu ciu tdng sb cau hoi trong mdi nhém phai
nhiéu hon ti thidu 5 1an so véi sé cau can béc trong nhém).
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PHAN V. BQ CAU HOI THI

1. CLO1. TRINH BAY PUQC PAC PIEM, HOAT PONG CUA CAC GIAO THUC BAO
MAT MANG MAY TiNH

1.1. Phan loai giao thirc bao mdt mang (NB)

Céau 1. Pau la tén cua moét giao thirc an toan mang?

A. Diffie-Helman (DH)

B. Cipher Block Chaining (CBC)

C. Authenticated Encryption with Associated Data (AEAD)
D. Message Authentication Code (MAC)

Cau 2. Pau KHONG phai la tén ciia mot giao thirc an toan mang?
A. Secure Hash Algorithm (SHA)

B. Secure Socket Layer (SSL)

C. Secure Shell (SSH)

D. Transport Layer Security (TLS)

1.2. Pdc diém giao thirc biao mdt tang img dung (NB)

Cau 3. M¢t giao thirc cho phép mail client gui thu toi mail server, hoat dong trén cong TCP mac
dinh la 465. Hay cho biét tén viét tat cua giao thirc.

Dap an: {SMTPS; smtps}

Cau 4. Mot giao thuc cho phép mail client nhan thu tir mail server, hoat dong trén cong TCP mic
dinh la 995. Hay cho biét tén viét tat cua giao thirc.
bép an: {POP3S; pop3s}

1.3. Pdc diém giao thirc bao mdt tang giao van (NB)
1.4. Pdc diém giao thirc bao mdt tang mang (NB)
1.5. Pdc diém giao thirc bdo mdt tang truy nhdp mang (NB)

1.6. Hoat déng cua giao thirc bdo mdt tang vmg dung (TH)

Cau 5. Sau khi két thic giao thirc SSH-TRANS, gitra SSH Server va SSH Client

A. thoa thuan duoc 4 khoa phién ddi xtng. Trong d6 2 khoa duoc str dung dé ma hda va xac thuc
thong diép tir Server t6i Client, 2 khoa duoc sir dung dé ma hoa va xac thuc thong diép tir
Client dén Server.

B. thoa thuan duoc 1 khéa phién déi xting dé ma hoa va xéc thuc thong diép trao d6i sau do giira
Server va Client.

C. thoa thuan duoc 2 khoa phién ddi ximg. Trong d6 1 khéa dugc sir dung dé ma hoa va xéc thuc
thong diép tir Server t6i Client, 1 khoa duoc sir dung dé ma héa va xac thuc thong diép tir
Client toi Server.

D. thoa thuan dugc 2 khoa phién dbi xtmg. Trong d6 1 khéa dugc st dung dé ma hoa thong diép,
1 khoa duoc sir dung dé xac thuc thong diép gitra Server va Client.

1.7. Co ché bdo mdt trong giao thirc tang iing dung (TH)

Cau 6. Chon phat biéu SAI vé giao thirc SSH

A. SSH Server c6 thé duoc xéac thuc bang mat khau hoic khoa céng khai.

B. Trong SSH luén ludn yéu cau xac thyuc 2 chiéu.

C. SSH Client cd thé duoc xac thuc bang mat khau hoac khéa cong khai.

D. O phia Client, SSH hd tro xac thyc timg ngudi dung hoic xac thuc may tram.
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1.8. Hoat déng cua giao thirc bdo mdt tang giao vin (TH)
1.9. Hoat ddng cuia giao thirc bdo mdt tang mang (TH)

1.10. Hoat ddng ciia giao thire bdo mdt tang truy nhdp mang (TH)

2. CLO2. GIAI THiCH PUQC CO CHE BAO MAT TRONG CAC GIAO THUC BAO
MAT MANG MAY TiNH

2.1. Ung dung ciia mdt ma trong giao thirc bao mdt mang (TH)

Cau 7. Chon phét biéu dang vé vai trd ciia ham bam (bao gdm ham bam khong khoa va ham bam
c6 khoa) trong giao thirc an toan mang.

A. Ham bam c6 thé s dung dé dam bao tinh xac thyc thdng tin va xac thuc thyc thé.

B. Ham bam c6 thé duoc str dung dé dam bao tinh xac thuc va kha dung cua thong tin.

C. Ham bam c6 thé duoc sir dung dé dam bao tinh toan ven va bi mat théng tin truyén di.

D. Ham bam c6 thé dugc st dung dé dam bao tinh xéc thuc va bi mat théng tin truyén di.

Cau 8. Trong cAc giao thirc an toan mang, mat ma doi xtng c6 thé dugc sir dung dé dam bao tinh
chat an toan nao cua thong tin?

(A) Tinh bi mat.

(B) Tinh toan ven.

(C) Tinh xac thuc.

(D) Ca 3 tinh chat trén.

/D

Cau 9. Trong mét giao thirc an toan mang, ching thu sé khoa cong khai duoc st dung dé
A. x4c nhan mot khoa cong khai thuoc vé chu thé duoc néu danh trong ching thu.

B. kiém tra chir ky sé cua cha thé duoc néu danh trong chimg thu.

C. ma hoa théng tin giri cho chu thé dugc néu danh trong chimg thu.

D. trao d6i khoa phién véi chu thé duoc néu danh trong chimg thu.

2.2. Co ché bdo mdt trong giao thirc tang giao vdn (VD)
2.3. Co ché bdo mdt trong giao thirc tang mang (VD)

2.4. Co ché bdo mdt trong giao thirc tang truy nhdp mang (VD)

3. CLO3. LUA CHON GIAO THUC, MO HINH TRIEN KHAI GIAO THUC PE GIAI
QUYET YEU CAU BAO MAT MANG MAY TINH CU THE

3.1. Tinh huong 1: Két néi mang vin phong nhé véi Internet (VD)
3.2. Tinh huéng 2: Két néi mang doanh nghiép (LAN, DMZ) véi Internet (VD)

3.3. Tinh huong 3: Két néi nhiéu chi nhanh ciia doanh nghiép qua Internet (VD)

Cau 10. Trong mét giao thuc an toan mang ¢ tang Lién mang (Internet) cia chong giao thic

TCP/IP

A. c0 thé st dung két hop ma hda va ky s6 dé dam bao tinh bi mat va xéac thuc cho thdng tin.

B. cd thé sir dung két hop, nhung khong nén sir dung két hop ky s6 va ma héa vi s& lam giam dang
ké hiéu niang cua hé thong.

C. ludn phai c6 su két hop ma hoa va ky sé dé dam bao tinh bi mat va xac thuc cho théng tin.

D. can phai sir dung két hop ma hoa va ky sé néu mudn dam bao ddng thoi tinh bi mat va tinh xac
thuc cho thong tin.
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Céau 11. Xét m6 hinh mang sau day
Host H1

10.0.0.11/24
Host H2

10.0.0.12/24 Gateway

HOME NET WORK NET

E Web Server
192.168.1.2/24
192.168.1.3/24

m
42.112.11.2

Firewall

SSH Server

Gia stir SSH Server c6 2 giao dién mang, mot vai dia chi Internet va mét véi dia chi cuc bo;
Firewall cho phép két ndi tir Internet di vao SSH Server qua cong 22. Nguoi ding tai HOME NET
mudn két néi téi Web Server tai WORK NET. Chon phat biéu dung.

A. Tir H1 c6 thé thiét 1ap két ndi toi SSH Server, sir dung Local Port Forwarding dé chuyén tiép
két ndi téi 10.0.0.11:80 sang 192.168.1.2:80. Khi do, tit ca ngudi dung tai HOME NET c6 thé
két ndi t&i Web Server bang cach nhap vao trinh duyét dia chi http://10.0.0.11.

B. Tir mdi may tai HOME NET thiét 1ap két ndi téi SSH Server, st dung Local Port Forwarding
dé chuyén tiép két ndi téi 42.112.11.2:22 sang 192.168.1.2:80; sau d6 co thé két ndi téi Web
Server bang cach nhap vao trinh duyét dia chi http://42.1112.2:22.

C. Tir H1 c6 thé thiét lap két ndi tai SSH Server, sir dung Remote Port Forwarding dé chuyén tiép
két ndi ti 10.0.0.11:80 sang 192.168.1.2:80. Khi do, tat ca nguoi ding tai HOME NET c6 thé
két ndi toi Web Server bang cach nhap vao trinh duyét dia chi http://10.0.0.11.

D. Tir mdi méay tai HOME NET thiét 1ap két néi tai SSH Server, str dung Remote Port Forwarding
dé chuyén tiép két ndi téi 42.112.11.2:22 sang 192.168.1.2:80; sau d6 co thé két ndi téi Web
Server bang cach nhap vao trinh duyét dia chi http://42.1112.2:22.
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